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prosecuted to the full extent of the law.” 3Ng¢”
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22 Nd T w " 45Ng”
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~ channel-group2T A~ 10N¢
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3 S1 3
4 S1 3
1P 3Ne
1Ne
a 2No
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VTY SSH 2Ne
S1 G H G w
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3 S2 VLAN7g Ne 3
7sNel@a  1.5Ne
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W TRUNK
FO/1a FO/2a FO/33 FO/4 ~
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” o
S2 W TRUNK 5
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” o
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E IP N I
© 1" VLAN 7
VLAN i
Vlan 100 192.168.10.1 255.255.255.0
Vlan 200 192.168.20.1 255.255.255.0
Vlan 300 192.168.30.1 255.255.255.0
~r VLAN
VLAN
VLAN 1 192.168.40.1 255.255.255.0
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PC IP
PC1 192.168.10.100 255.255.255.0
PC2 192.168.20.100 255.255.255.0
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~ D
PC b Windows 7
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4 o Visi02010 packet tracer ppt
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90Ne A
T4 Ne %o
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5 S1 G H G w 3
6 S1 3
7 S2 h h 2
8 S3 h h 2
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6 S2 VTP 1
7 S2 VTP 1
8 S2 VTP 1
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11 S3 VTP
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Vlan 11 172.16.11.1 255.255.255.0
Vlan 12 0 172.16.12.1 255.255.255.0
Vlan 13 172.16.13.1 255.255.255.0
e VLAN
VLAN ~
VLAN 1 172.16.14.1 255.255.255.0
~ 3 PCIP
PC IP
PC1 172.16.10.10 255.255.255.0
PC2 172.16.11.10 255.255.255.0
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E IP N I
S 1T VLAN 7
VLAN® v
Vlan 10 192.168.10.0 | 192.168.10.1 255.255.255.192
Vlan 20 0 192.168.10.64 | 192.168.10.65 255.255.255.192
Vlan 30 192.168.10.128 | 192.168.10.129 255.255.255.192
s VLAN
VLAN®
Vlan 1 192.168.10.193 255.255.255.192
~ 3 PCIP
PC IP
PC A " 0 255.255.255.192
PC B - ) 255.255.255.192
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W Nd € = 10N¢
KFW be ~ 10Ng
W € Y
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53




vlan30 vlanl0

=

W shichangbu vlan20 4 yanfabu vlan30

w xingzhengbuA~ 6 N¢
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o

" ::ta show running-config 9~
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- b 7 packet
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PC b Windows 7
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WE » Microsoft Office 2010
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Noe W' be ~ 10Ng
g Neg Ne Nov =~ Ng”
[ o 1 1INe
Ne R " 30Ng¢”
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S1 h h
S1 Console
S1
IP 3Ne
1No
4 S1 SSH 4 2Ne 12
= 3Ne
SSH 1Ne
VTY SSH 2No
5 S1 G H G w 4
6 S2 h h 2
7 S3 h h 2
8 S4 h h 2
Ne 272 7gNovlan 24N¢”
o Nep Ne Novy = N¢
1 S1 VLAN7s Ne = 3a vlan 6
2 S1 Trunk 0 W Trunk 3
3 S2 VLAN7s Ne = la vlan 2
4 S2 Trunk 0 W Trunk 1
5 S2 VLAN7s No o No# 7Ne| vlan 2
6 S3 VLANZs Ne = la vlan 2
7 S3 Trunk 0 W Trunk 1
8 S3 VLAN7s Ne o Ne# 7sNe| vlan 2
9 S4 VLANZs Ne = la vlan 2
10 S4 Trunk ) W Trunk 1
11 S4 VLANZs No o NoZ 7s Ng[ vlan 2
No ' DHCP 217
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1 S1 SV ) 1 2Ne 6
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Vian® IP
Vlanl0 52  |192.168.1.126| 255.255.255.128
Vlan20 48  |192.168.1.254| 255.255.255.128
Y
IP
1= 202.0.0.1 255255255252
NoE™ 202.0.0.2 255255255252
~ 3 ba T
IP
=5 172.16.10.1 255.255.255.0
x s1 172.16.10.2 255.255.255.0
~ 4~ 5
TP v
Vlan10 192.168.1.254 2552552550
V1an20 192.168.2.254 2552552550
~ 5 L F IP
1P
i=5 172.16.11.254 255.255.255.0
F 172.16.11.1 255.255.255.0
W Nd € 7 10Ngo”
KFW' € 7 10N¢”
W it 8 ) ’ aL
- RIAR2 N & W [ HWIC-2TL A~ 3Ng¢

Y Y6 A~ 3Ng”
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Y’ S2L 0 W TrunkA~ 2Ng

K Bz ° © 16Ng”

W RL h W RT R2 h W R2A 4Ng
Y R1a R2 0 IP Ty o DCE

W 128000A~ 6Ng”

y R1 Telnet F~ W admin@l23
W test@123 R1IA 6Ng
22 Nd w " 45Ng
KF A ~ 16N
W R2: C0/T - o G0/1.1T GO/1.2Z No#
vlanl0 vlan20 A~ 10Nd
Y G0/1.1° GO/1.2Ne 1P~ b w vlanl0 vlan20
- a Ne H HA" 6N
K ' OSPF T 24Ng”
W Ry: OSPF A 7 B

0 Router IDw 1.1.1.T G NM 4 ~ y HA

\% R2: OSPF’ A 2 T R A
0 Router 1Dy 2.2.2.2 G NM H "~y HA
g Syt OSPF' 1 7 ZIM M Ty

~ ~

0 Router 1Dy 3.3.3.3G NM H Y HA

Y 3+ TbF A A
K FE' b~ BNG
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R2  192.168.1.254
R2  192.168.2.254
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\1-11N o oA

show running-config D~
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90Ne A
T4 Ne
Ne W' Le ~ 10N<”
g Neg Ne Nov = N¢
3
3
r : 4
Ne W'z "~ 14Ng”
- Neg Ne Nov = Ng¢
S1 h h
S2 h h
S1 IP
7 (o] =
5 S2 Trunk 0 9 Trunk 2
Ne 573 ' "~ 16Ng
o Neg Ne Nov = N¢
1 R1 h h 2
2 R2 h h 2
3 R1 IP 4
4 R2 IP 2
Telnet F ~ 2N¢ 2
3 R1 Telnet 4
Ne
4 R1 o D 2Ne 2
Ne d




“ OSPF 1N¢ y Router IDw 1
1 R1 OSPF Ng 6NS 3 b 2Ne 10
* OSPF  INS |y Router IDw 1
2 R2 OSPF Ng 6Ng 3k 2Ne 10
* OSPF  INS |y Router IDw 1
3 s1 OSPF 5 4
N¢ 2Ne
Ne E b ~ BNg”
g Neg Ne Nov = N¢”
PCY: LOA F ° 172.16.1.254 2.5
2 2 PCZ: b RI' 172.16.2.17 A 2.5
Ne E " BNg”
~ Nep Ne Nov ~ N¢”
1 o - A i
2 a a f
Noe #° " 10N¢”
g Nep Ne Nev = Ng¢
1 Fs | b a a a 4
_ [ a Ae - -
2 3 1 3
¥
3 n n- C n bo 3
12. ~ 1-12 b
T 1" KFE
ABCE™ 0  3F b 7ZNexu @ vlan
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N LA
o3 172.16.0.0/16 “ OSPF \
- 3 F TbF A
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J — I\ > ——
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N
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X Zz
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=
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E IP N I
1" VLAN 7
IP
PC1 Vlan10 172.16.4.3 255.255.255.0
pC2 V1an20 172.16.3.3 255.255.255.0
OA F V1an30 172.16.1.3 255.255.255.0
2" &:
IP
R1 172.16.2.1 255.255.255.252
S1 172.16.2.2 255.255.255.252
3~ 5
5 IP 5
SVIT vlan10~ 172.16.4.254 255.255.255.0
SVIT Vian20~ 172.16.3.254 255.255.255.0
SVIT vlan30~ 172.16.1.254 255.255.255.0
W Nd € 7 10Nc”
KFW' € 7 10N¢”
W XH 8 ’ aL
a, A~ 3Ng
Y M A~ 3Ng
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L Nd " 30Ng”
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IiM M 7 40 Router IDw 2.2.2.2 G NM H Y

HA
% 3 F Tb¥F A A
Y R1 loopback 0 o ¥ 20.0.0.2
internetA « W Internet v OSPFT  Ne
A
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W PC1: LOA F ~ 172.16.1.254° A~ 3N
Y PC2: b R 172.16.2.1° A~ 3Ng
g OA F ssh  RI' 172.16.2.1° A~ 4Nd
b :
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T H @ Y . Packet Tracer
Cisco 2911
2 5 . 100Mbps Packet Tracer
Cisco 3560
Y b
- 2]
b indows 7
Packet Tracer 6.0 Y 66.0
WE o Microsoft Office 2013
~ g
90Ne A
T4 Ne g
Ne W' be ~ 10Ng
- Nog No Noy = No~
3
3
[ 0 4
Ne H'272 "~ 14Ng”
- Nog No Nov ~ Ng~
S1 |h h 1
S2 |h h 1
= vlan o No# 7sNef[
3 S1  |VLAN7&Ne 3 4
vlan le 1Ne
= vlan o No# 7sNef[
4 S2  VLAN7&Ne 3 4
vlan le 1Ne
S1 Trunk ) W Trunk
S2 Trunk ) W Trunk
7 S1 [SVIT o IP |IP N le 1Ne 4
No 22 ~ 14Ng
- Nep Neo Nov = N¢”
Rl |h h 2
R1 3
R1 [Console Console 3
RL [SSH F SSH 7 4
) R1 o IP IP 2
No ‘ " 35Ng¢”
- Nep | Ne Nov = No”
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® OSPF  ~ OSPF a H router
R1  [OSPF - 6
IDa
R1  [OSPF OSPF o 3
* OSPF a y router IDa
S1 |OSPF - 18
a 3 F
S1 |OSPF OSPF o 3
R1 OSPF 3 5
Ne 53° b " 10Ng¢”
Nog Ne Nov = No~
PCi: LOA F © 172.16.1.2547 3
PC2: L R1 172.16.2.1 3
OA F ssh RT 172.16.2.17 4
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Nog Ne Nov = No~
= a i 3
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FTIP  p
LA
E* p
202.0.0.1/30
A E

192.168.0.0/16

~

A\ET\ p
I7l t

P

R
Il TR
<

-

OSPF

V

R2
IP Ne Ne IA
1 R1b Server
IP
R1 192.168.2.1 255.255.255.0
F 192.168.2.10 255.255.255.0
2" R1b R2
IP
R1 192.168.1.1 255.255.255.252
R2 192.168.1.2 255.255.255.252
3 R2b R3
IP
R2 202.0.0.1 255.255.255.248
R3 202.0.0.2 255.255.255.248
4 R3L PC1
IP
R3 201.0.0.1 255.255.255.0
PC1 201.0.0.2 255.255.255.0
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W Nd € ~ 10Nc
KFW' € ~ 10N¢
W € “ Y
a A~ 3Ng
Y . Y6 A~ 3Ng
Y Rl G0/ b R2 GO/ } R2
G0/> b R3 GO0/2 " F b Rl GO/® )
PC1b R3 GO/ A" 4Ng
H  Nd " 30Ng”
K FR' ~ 30Ng”
W h ) Rla R2a R3
h 4 R13 R2a R3A" 6N¢
Y R2 console W abcd@123 Y
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¥ - RI RZ R3 o IP
A~ 9N&
Y = w FTP F ~ a packet tracer FTP F
D FTP W cisco = R1a R2T  running-
config & " M[FIP F ° ™M b Ne#wuRl.txta
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22 Nd w ~ 45Ng”
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KF ° NAT ~ 15No”
W R2 PAT G p " ¥ D

0 o T “ w1l acl y“"H NAT o)
~ 192.168.0.0/22° A~ 10Ng”

~

Y RZ: P FA ) Y
202.0.0.3 G E D F A~ 5N¢
KFn' b " 10Ng”
W F R3  202.0.0.2 A" 3NC
Y PC1 F NAT E 202.0.0.3
A~ 3Ng
y F R1 R2 running-config M »~ ™M b

Noz w R1.txtd R2.txtA~ 4NJ

b T
w Llb p' H ' b
V' .docxL Ly ¥ D~ | B
[ e\ - \ T \I-13Y w w oA
Yy ° 't a show running-config D~ o I
Nez G | TXT T~ © Y ~ " Rla
R23R3™" | BI 1 e\’ \ 7 \1-13\*. txtA

p €0’ R1 b G wul R1.txtlL A

70



% I b \ _docxL1 I TXT oL
[U s 0 7t ’ b. A
~r P
W b
7 CPU4 2.0GHZy:':~ p  4GBy:':
5 H @ Y . Packet Tracer
Cisco 2911
Y b
i p
b indows 7
Packet Tracer 6.0 G 6.0
WE b Microsoft Office 2013
~ 3
90Ne A
T4 Ne ¢
Ne W Le 7 10N¢”
g Neg Ne Noy ~ Ng”
3
3
o 4
Ne K " 30Ng”
- Nof Ne Nov ~ N¢~
1 Rl |h h 2
2 R2 |h h 2
3 R3 |h h 2
4 R2 [Console Console 3
5 R2 3
6 R2 [Telnet Telnet 4
7 R1 0 o IP 3
8 R2 0 o IP 3
9 R3 0 o IP 3
10 R2 [ftp ftp H 5
Ne 272 * OSPF ~ 20N
~ ‘ ‘ Nep ‘ Ne Nov = Ng¢”

71




72

* OSPF a H router IDa
R1 |OSPF - 10
a 3k
* OSPF a H router IDa
R2 |0SPF “ 8
a Noo
R2 2
No “ NAT " 15N¢”
- Neg Ne Nov = N¢”
R2  PPAT PAT a ACLa NATp  / 0 10
R2 NAT NAT 5
Ne 53° b " 10Ng”
Neop Ne Nov * Ng”
1 F R3 202.0.0.2 3
2 PC1 F  NAT E 3
202.0.0.3
3 F R1 R2 running-config M b 4
Ne E' ~ BN¢”
Nog Ne Nov = No~
- - A 7 3
a a i 2
No #° 3 " 10Ng”
Neg Ne Nov = Ng~
F3 | b a a a 4
) [ a Ae il v s
3 ¥
n n- C - n b 3
14. “ v 1-14 b
~ 1" K F
ABCE” 0 - |7; D
17 P “LH TP
IP i F Web




TFTPH w A NAT p Wb F 0 [E A  TFTP
p MA N
LA
ET p 172.16.0.0/16 -
202.0.0.1/30 - AE® p OSPF N
A‘Ex |7L t
4
 —
o'l
| P
B s
IP Ne Ne If
1 R1b Server
IP
R1 172.16.0.1 255.255.255.0
F 172.16.0.2 255.255.255.0
2" R1b R2
IP
R1 172.16.1.1 255.255.255.252
R2 172.16.1.2 255.255.255.252
3 R2b R3
IP
R2 200.0.0.1 255.255.255.248
R3 200.0.0.2 255.255.255.248
4 R3b PC1
IP
R3 201.0.0.1 255.255.255.0
PC1 201.0.0.2 255.255.255.0

73



W Nd e = 10N¢”
KFW' € ~ 10N¢
W € ) -}
a, A~ 3Ng
\% TG A~ 3Ng
g Rl G0/ b R2 GO/ l R2
G0/> b R3 GO0/ T F b R1L GO/® l
PC1b R3 GO/ A" 4Ng
L Nd " 30N¢”
K F R " 30N¢”
W RT RZ R3 ) RT
RZ R3 h w R RZ R3A"~ 6N
\% R2 console W abcd@123 Y
test@123 SSH F~ a Ne# w admind hnswxy@123A
" 10N¢”
¥ - RI RZ R3 o IP
A~ 9Ng
Y = w TFTP F ~ a  packet tracer TFTP F
D" R2T  running-config o ~ wm [ TFTP
F ~ M b Ne#wuR2.txtT A~ 5N¢
23 Nd w ~ 45Ng”
K F ' OSPF " 20N¢”

W p a OSPF ~G p n RL:  OSPF

74



-

v

\‘(
0-.:

R2

“ 4 0 Router IDw 1.1.1.1A R2
OSPF N\ M “ y 0 Router IDy 2.2.2.2A
No ¥ QSPF
TbF

75



2

Packet Tracer

76

en’ R1 p G wul R1.txtlL A
% [ b \ .docxL 1 I TXT oL
[U s T - |7; ’ b, A
-2 )
W b
1 7 CPU4 2.0GHZy:':~ p  4GBy:':
> 5 H @ Y Packet Tracer
Cisco 2911
Y b
) [5)
b indows 7




o | R2 [TFTP Tftp m b 5
Ne 2"z ' OSPF " 20Ng¢”
- Neg Ne Nov = N¢”
1 Rl OSPE OSPF“ a y router IDa10
a 3 F
> R2  OSPE OSPF a“ y router IDa8
a NoD
3 R2 2
Neo “ NAT " 15N¢”
- Neg Ne Nov = N¢”
1 R2  |PAT PAT a ACLa NATp 7/ 0 10
2 R2  INAT o NAT o 5
Noe 53° b " 10Ng¢”
o Neg Ne Novy = N¢
1 1 F R3 201.0.0.1 3
PC1 v O [E  Web
2 2 . - 4
F 200.0.0.1
3 3 TFTP F R2 running-config M b 3
Ne E ~ BNg”
g Neg Ne Nev ~ Ng”
- - 2 7 3
a a f 2
No #° 3 " 10Ng”
g Neg Ne Nov = Ng”
1 F3 | b a a a 4
a [ a Ae v v
2 3 | 3
¥
3 n n- C N n b 3
15. “ ' 1-15 b
1" K F

77




o3
AE”

InternetA

‘EX p

202.0.0.1/30

VH @ NeE™ ~

A E”

RIP

n

-q

@ NoE~

192.168.0.0/16

~

AE”

N

Internet

IP Ne Ne If
1 R1b R2
IP
Rt 192.168.1.1 255.255.255.252
192.168.1.2 255.255.255.252
R4
IP
200.0.0.1 255.255.255.252
200.0.0.2 255.255.255.252
R3
IP
192.168.1.5 255.255.255.252
192.168.1.6 255.255.255.252

R2b

78




R2 192.168.2.1 255.255.255.0
PC1 192.168.2.10 255.255.255.0
5" R3L PC2
1P
R3 192.168.3.1 255.255.255.0
PC2 192.168.3.10 255.255.255.0

79




Y R1 Ne * RIPv20
A
% 3 F Tb¥F A A
KF ' NAT ~ 10N¢
RL PAT G p " vy v P
0 o> a " wil acl Yy H NAT P

~ 192.168.0.0/22" A

KFn' b " 10Ng”
W PCl  Internet R4  200.0.0.2 A 3Ng
Y PC2  Internet R4  200.0.0.2 A 3Ng
g PClL  Telnet D R " A 4
Ne™
b :
w Llb p' H ' b
V' .docxL Ly ¥ D~ | B
[ e\ -~ ' T \1-15\ w o w oA
Yy ° ' 3 show running-config 9~ D I
Nez G | ™XT »T° » Y © " Rla
R23R33R4™ [ BT 1 e\’ \ 7 \1-15\*.txtA
p €0’ R1 b G wul R1.txtlL A
% [ b \ .docxLi I TXT oL
U | - |71 b, A

80



W b
7 |CPU4 2.0GHZy:':~ p  4GBy:':
5 Y . Packet Tracer
Cisco 2911
Y b
g D
b indows 7
Packet Tracer 6.0 G 6.0
WE b Microsoft Office 2013
~ g
90Ne A
T4 Ne ¢
Ne W' Le ~ 10Ng
- Nep Ne Nev = N¢”
3
3
[ o 4 4
Ne R " 30N¢”
g Nep Ne Nov = Ng”
1 Rl |h h 2
2 R1 3
3 R1 [Console Console 4
4 R1 [Telnet Telnet a 4
5 R1 |IP 0 3
6 R2 |h h 2
7 R2 1P o 2
8 R3 |h h 2
9 R3 |IP 0 2
10 R4 |h h 2
11 R4 1P o 1
12 R1 10S 3
Ne 22 * RIPv2 ~ 25Ng”
g Neg Ne Nov = N¢”
1 Rl RIP Z network ©~ 7 Neb |7

81




2 network 9~ ” il 3 F
R2 RIP 8
2 network 9~ ” il 3 F
R3 RIP 8
R1 2
Neo “ NAT 10Ng”
Neog Ne Nov ~ N¢”
R1  NAT PAT a ACLa NATp  / 0 10
Ne 5° b ~ 10N¢g”
‘ Nog ‘ No Nov = No~

82




nda h ~ h ' Na M AWH

WH 2n @3 Mo M " Na h
p M[TFTP F A PAT
P Y 0 A n
LA
E P 10.0.0.0/16  ~ 202.0.0.1/30
~ A\EX F’) V n A\ER
Internet
!! ¥
R4
IP Ne Ne IA
1 R1b R2
IP
R1 10.0.0.1 255.255.255.252
R1 10.0.0.5 255.255.255.252
R2 10.0.0.2 255.255.255.252
R2 10.0.0.6 255.255.255.252
2" R1b R4
IP
R1 200.0.0.1 255.255.255.252
R4 200.0.0.2 255.255.255.252
3 R1b R3
IP

83



R1 10.0.0.9 255.255.255.252
R3 10.0.0.10 255.255.255.252
4" Rt F
1P
R1 10.0.1.1 255.255.255.0
(o 10.0.1.10 255.255.255.0
5" R2L PC1
1P
R2 10.1.0.1 255.255.255.0
PC1

84




% ) R1a R2a R3a R4 o IP A" 11
No™

Y = y TFTP F ~ a  packet tracer TFTP F

D R1IT running-config ©° M [ TFTP
F ~ M b Ne#wRL.txtT A~ 3Ng

2 Nd w " 45N¢”

K K72 ° " 22No”

W R1a R23a R3a R4: - N A (4
Ne)A

YRL WH 1n®a h “  h " Na
M - metricu 100A

g WH, 1 internet a h M AWH 1

F n®a h ~ h " Na M A
WH 1  WH 2n®a Mo M ' Na
h A - metricy 100A" 4No

Y ° A~ 8Ng

K F ° NAT ~ 10Ng”

RL PAT G p "~ vy - P

0 o~ @ “ w1l acl y"H NAT p
" 10.0.0.0/14" A

KFn' b ~ 13N

w PCl Internet R4 200.0.0.2 A 2Ng

Y h T PCl D -

85



% M "~ PC1 D " PC2
A~ AN
Y TFTP F R1 running-config M ®»° ™M b

Noz w R1.txtA~ 3No

b o
wLlb p' H ’ b
\ _docxL Ly % p” | B
[ e\ -~ \ T \1-16 w o w oA
Yy ° 't g show running-config D~ D
Nez G | ™XT T~ ® Y ~ " Rla
R23R33R4™ | BT 1 e\~ \ 7 \1-16\*.txtA
p €D’ R1 p G wul R1.txtl A
g | b \ .docxL 1 I TXT oL
[U: 7 - Y ‘ b, A
t 5]
W b
) 5 CPU4 2.0GHZY:':~ p
4GBY:':

2 3 H @ Y 0

86



90Ne A
4 Ne
Ne W' be ~ 10N¢g
g Nep Ne Nov = N¢
3
3
[ o 4
Ne K " 30Ng¢”
- Neg Ne Nov = N¢”
1 Rl |h h 2
2 R1 2
3 R1 [Console Console 2
4 R1 |SSH SSH a a a 4
5 R1 |IP 0 5
6 R2 |h h 2
7 R2 |IP 0 3
3 R3 |h h 2
9 R3 |IP 0 2
10 R4 |h h 2
11 R4 |IP 0 1
12 R1 P M a TFTP P M 3
No 772 © 22N¢”
g Nep Ne Nov = N¢”
R1 a - 8
R2 a - 12
R3 a - 2
No “ NAT ~ 10N¢g”
~ Nof Ne Nov = Ng”
1 R1  NAT PAT a ACLa NATp 7/ 0 10
Ne n5° b © 13Ng”
~ Nep Ne Nov = Ng”
PC1 Internet R4 200.0.0.2
1 1 2
, 5 h ! D A
F A _
s 3 M e 5 |
PC2 A

87




4 4 TFTP R1 running-config ™M b 3
M B No# u RI.txtA
Ne E° ~ BNg¢”
g Nep Ne Nov = N¢
= - é ¥ 3
a 2
Ne #° 3 "~ 10Ng
g Nep Ne Nov = N¢”
1 F3 | b a a 4
; ¥
3 n n- n b 3
17. Tt o117
D
ABC'E™ n € A p 10S b
m([TFTP F A LA
NAT G p "~y ", 0 InternetA
E" b 192.168.0.0/16 -
202.0.0.1/30 - AE" p RIP N n
- 3k  TbF N AE™ " ‘

88




Internet g

R3
IP Ne Ne IA
1 R1b R2
IP
R1 192.168.0.1 255.255.255.0
R2 192.168.0.2 255.255.255.0
27 R1IL F
IP
R1 192.168.1.1 255.255.255.0
F 192.168.1.10 255.255.255.0
2 R2b PC1
IP
R2 192.168.2.1 255.255.255.0
PC1 192.168.2.10 255.255.255.0
3 R1b R3
IP
R1 200.0.0.1 255.255.255. 252
R3 200.0.0.2 255.255.255. 252
3 R3b PC2
IP
R3 202.0.0.1 255.255.255.0
PC2 202.0.0.10 255.255.255.0
W Nd € 7 10N¢”
KFW' € 7 10Nc”
W € a

89



- RIAR3 N v W [ HWIC-4ESWL A~ 3Ng
Y Y G A~ 3N¢
% R1 GO/b b R2 GO/ v R1L Y
o b R3 Y 0o - R1 Y b b
R3 Y 1 A R1 G0/0 F ~ R2 G0/0 PCI
R3 G0/0 PC2A"~ 4Ng
H  Nd " 30N¢g”
K F R " 30Ng¢”
W h v RT RZ R3
h w R1a R2a R3A~ 3N¢
Y R1 console W abcd@123 Y
test@123A  Telnet - w admin@123A 8Ng
y Rl R3H o . . o ur
A~ 4ANg
Y v RT RZ R3 o~
o ~IP A" 9Ng
VA F W TFTP F  ~ RL 10S » ™ |
TFTP F ° W R1.binA~ 6Ng
22 Nd w "~ 45Ng
K K2 RIP ~ 25Ng
W R1a R2: RIP N YR
- w A
\'% R1 Ne A RIPv20

90



KF ° NAT ~ 10Ng
RL NAT G p "~y v D
0 o T a “ w1l acl y"H NAT o)

~ 192.168.0.0/22° A

KFn' b " 10N
W PC1 ['E PC3  202.0.0.10 A~ 3Ng
Y + ['E PC3  202.0.0.10 "~ 3Ng
y TFTP F R1 M IOS b~ M B No# y
R1.binA~ 4Ng
b o
w Lb p' H ’ b
V' .docxL Ly ¥ D~ | B
[ e\ -~ ' T\L-1N w o w oA
Yy ° 2= @ show running-config D~ o
Nez G | ™XT »T° » Y © " Rla
R23R3™" | BI 1 e\’ \ 7 O\I-17\* . txtA
p en' R1 b G wul R1.txtl A
% I b \ .docxL1 I TXT o L
U | - |71 b. A
- 15)
W b
1 7 CPU4 2.0GHZy:':~ p  4GBY:':
) i Ha Y . Packet Tracer
Cisco 2911

91



=<
V)

- )
b indows 7
Packet Tracer 6.0 G 6.0
WE o Microsoft Office 2013
~ g
90Ne A
T4 Ne g
Ne W' be ~ 10Ng
g Nep Ne Nev = N¢
3
3
[ o 4
Ne K " 30Ng¢”
g Nep Ne Nov = Ng&”
1 R1 |h h 1
2 R1 2
3 R1 [Console Console 2
4 R1 [Telent Vty 4
5 RL | o 0 2
6 R1 |IP 0 4
7 RL [I0S p ™ I0S p ™ 6
8 R2 |h h 1
9 R2 |IP 0 2
10 R3 |h h 1
12 R3 | o 0 2
13 R3 |IP 0 3
Ne 2"z RIP ~ 20N¢”
~ Nep Ne Nov = Ng¢”
) 21 Rip VZ network 9~ ” “ Ned 13
3 F
Z network 9~ 7 il 3 F
2 R2 RIP 10
3 R1 2
Neo “ NAT ~ 10N¢g”
g ‘ ‘ Neg ‘ Ne Nov = Ng”




\ 2 NAT NAT  ~ pool TACL D/ 10
Ne 53° b " 10Ng”
g Nep Ne Nev = N¢
1 1 PCL  [E PC3  202.0.0.10 3
2 2 F ['E PC3  202.0.0.10 3
TFTP F R1 mMIOS b~ M D Nd
3 3 ) 4
# v R1.bin
Ne E " BNg”
~ Nep Ne Nov = Ng¢”
- - 2 i 3
a a i 2
No #° 3 " 10N¢”
~ Nep Ne Nov = Ng”
1 F3 | b a a a 4
2 | ra  Ae ) 3
3 ¥
3 n n- ot n b 3
18. “ v 1-18 b
~ 1" K E
ABCE”™ o n ¢ °~ NAT
p A p ™[ TFTP
F A N L A
ET P 192.168.0.0/16 -
202.0.0.1/30 - AE" p OSPF N
v 3 F Tb¥F A AE 1 '

93




IP Ne Ne IA
1” R1b R2
1P
R1 192.168.0.1 255.255.255.252
R2 192.168.0.2 255.255.255.252
27 R2b R3
1P
R2 192.168.0.5 255.255.255.252
R3 192.168.0.6 255.255.255.252
3 R1b R4
1P
R1 200.0.0.1 255.255.255.248
R4 200.0.0.2 255.255.255.248
4 R1IL F
1P
R1 192.168.1.1 255.255.255.0
192.168.1.10 255.255.255.0
~ R2b PC1
1P
R2 192.168.2.1 255.255.255.0
PC1 192.168.2.10 255.255.255.0
6" R4b PC2
1P
R4 200.0.1.1 255.255.255.0
PC2 200.0.1.10 255.255.255.0
W Nd € 7 10Nc”

94




KFW' € ~ 10N¢g
W € “ Y
a, A~ 3Ng

Yy . e A~ 3Ng”

% R1 GO/ b R4 GO/G ) R1
G0/ b R2 GO/1 ) R2 GO/ b R3
G0/0 A R1 GO0/2 oo R2 G0/2 PCIT

R4 GO/2 PC2A~ 4NJ
H  Nd " 30Ng”
K FH' " 30N¢”
W h ) RT RZ R3a
R4 h W R1a R2a R3a ISPA" 4Ng

Y R2 console W abcd@123 Y
test@123A SSH F~ a Ne# w admind hnswxy@123A
© 8Ng”

% v RIAR2AR3A R4 o IP A" 14
No™

Y = y TFTP F ~ a packet tracer TFTP F

p " RIT running-config o M [ TFTP

F ~ M b Ne#uRL.txtT A~ 4Ng

23 Nd w ~ 45Ng”
K Kz " OSPF ~ 20Ng¢”
W Ry: OSPF \ ~ OSPF “ oy 100

7YM "M

~

" w0 Router IDw 1.1.1.T G NM H Y

95



Y RY: OSPF Y ° OSPF  ~ w 100

~

1M M 7 w0 Router IDw 2.2.2.27 G NM H Y

9 R3: OSPF Y T OSPF  ~ w4 100

~

1M M 7 w0 Router IDw 3.3.3.3G NV H Y

HA
\'% 3 F Tb%® A
Z ’ v OSPF T A
KF * NAT ~ 15N¢
W R+ NATA 0 w NAT D
0o~ P 0 A
Y E” [ & NAT E w 200.0.0.3-
200.0.0.5A 3 "~ w1l L) y "H NAT D
A
KFn' b " 10N¢”
W PC2 ['E PC2  200.0.1.10 A~ 3Ng
Y PCl SSH RZ " n "~ 3Ng”
y FIP F R1 M  running-config b~ M P

¥ R1I.txtA~ 4Nc

b o
wlo p' H ’ b
\ _docxL Ly % D~ | B

[ e:\ \ T \1-18\  w WA

96



v

\% '~ @ show running-config ©°~ D 1
Noz G [ XT T~ b Y g "~ Rla
R23R33R4™ | BT 1 ex\ \ 7 \1-18\*.txtA
p €D’ R1 p G wul R1.txtlL A
% | b \ .docxL 1 I TXT oL
[U s ] - |7; b, A
- )
W b
1 7 CPU4 2.0GHZy:':~ p  4GBy:':
> fy H @ Y . Packet Tracer
Cisco 2911
Y »
- [5)
b indows 7
packet tracer 6.0 Y G6.0
WE b Microsoft Office 2013
~ g
90Ne A
47 Ne ¢
No W' bLe ~ 10N¢
- Neg Ne Noy = N¢”
3
3
[ 0 4
Noe K " 30Ng”
- Neog Ne Noy © N¢”
1 R1 |h h 1
2 R1 2
3 R1 [Console Console 2
4 R1 |IP 0 4
5 Rl [SSH F SSH ” 4

97




6 R2  |h h 1
7 R2 |IP 0 4
3 R3 |h h 1
9 R3 |IP ) 2
10 R4 |h h 1
11 R4 |IP 0 4
12 R2 [TFTP Tftp p ™M Db 4
Neo 272 ° OSPF ~ 25N¢”
- Nep Ne Nov = N¢”
® OSPFa y router IDa a
1 R1 OSPF - 10
Nou
® OSPFa H router IDa a
2 R2 OSPF 8
3 F
® OSPF a H router IDa
3 R3 OSPF 5
) R2 2
Neo “ NAT ~ 10Ng¢”
g Neg Ne Nov = N¢”
NAT  ~ pool TACL D/
1 R2  INAT 10
D
Ne 7' b " 10Ng¢”
g Neg Ne Nev ~ Ng”
1 1 PC2 [ ‘E PC2 200.0.1.10 3
2 2 PC1 SSH R1 3
3 3 TFTP F R1 ™ running-config o 4
Ne E ~ BNg”
g Nep Ne Nev = N¢
- - a i 3
a a T 2
No #° 3 " 10Ng”
~ Nep Ne Nov = Ng¢”
1 F3 1 b a a a 4
_ [ a Ae - v
2 3 | 3
¥
3 n n- C N n b 3




19. -t o1-19 b

"1 Kk

ABCE® p N - PAT G
b Ty, 0 A 10S » ™|
TFTP + A LA

ET p 192.168.0.0/16 ¥

202.0.0.1/30

1P
R1 192.168.0.1 255.255.255.252
R2 192.168.0.2 255.255.255.252
2" R2b R3
1P
R2 192.168.0.5 255.255.255.252
R3 192.168.0.6 255.255.255.252
3 R1b R4
1P
R1 200.0.0.1 255.255.255.248
R4 200.0.0.2 255.255.255.248
4" Rt F
1P




R1 192.168.1.1 255.255.255.0
192.168.1.10 255.255.255.0
5" R2L PC1
1P
R2 192.168.2.1

100




PC1 L~ Ly ~ 4100~ 10Ng”
% - RT R R3 R4
o IP A~ 8No”

Y F w TFTP F RL 10S & ™ |
TFTP F ° W R1.binA~ 3Ng
2 NG w © 45Ng”
K K2 ° RIP © 25Ng”
W Rla R2a R3: RIF T W H
- -7 w A
Y R1 Ne A RIPV20
A
% 3 F Tb¥* \ A
Y RS -
b \ .docxL B A
KF * NAT = 10N¢
RL PAT G p " Y - P
0 o~ @ “ w1l acl y"H NAT o)

~ 192.168.0.0/22" A

101



102



Ne

103

Nov

~

Ng™



No #° 3 " 10N¢”

g Nep Ne Nov = N¢”
1 F3 1 b a a a 4
2 | 4 Ae 3

3 ¥

3 n n C n b 3

20. T rvo1-20 b

" 1" KFE

ABCE™ 0 a a a - n ¢
A p M[TFIP + A
N LA

EY P 10.0.0.0/16 A V OSPF -

3 F TbF A Ty OSPF  ~

N

W n stubM n, M OSPF  AE"

1P
R1 10.0.0.1 255.255.255.252
R2 10.0.0.2 255.255.255.252




27 R1b R3
IP
R1 10.0.0.5 255.255.255.252
R3 10.0.0.6 255.255.255.252
3 R1b R4
IP
R1 10.0.0.9 255.255.255.252
R4 10.0.0.10 255.255.255.252
4" R2b
1P
R2 10.0.1.1 255.255.255.0
PC1 10.0.1.10 255.255.255.0
5" R2bL
IP
R2 10.0.2.1 255.255.255.0
PC2 10.0.2.10 255.255.255.0
6~ R3bL
1P
R3 10.0.3.1 255.255.255.0
0 PC3 10.0.3.10 255.255.255.0
a R4t H
1P
R4 10.0.255.1 255.255.255.0
F 10.0.255.10 255.255.255.0
W Nd e " 10Nc
KFW' ~ 10Ng¢”
W Y
a, A~ 3Ng
Y G A~ 2Nd
% Rl G0/0 b R4 GO/O - R1
G0/ b R2 GO0/1 "Rl GO/> b R3 G0/2
A R2 G0/0 PCI R2 G0/2 PCZ R3 G0/0
PC3 R4 GO/2 F A" 4ANS
H, Nd ~ 30N¢”

105



K FH' " 30N¢”
W h ) RT RZ R3a
R4 h W R1& R23 R3a R4A~ 4NJ
Y R1 console W abcd@123 "
test@123A SSH F~ a Ne# w admind hnswxy@123
"H H L~ Ly 7 w107~ 10Ng
¥ - RT RZ R3 R4
o IP A" 10N
Y - yw TFTP + ~ & packet tracer TFTP F
p " RIT running-config o ~ wm [ TFTP
F ~ M b Ne#uRLtxtT A~ 4N
2 NG w " 45No”
K K2 " OSPF © 32Ne”
0 Ry: OSPF N~ OSPF oy 10
7s0SPFM  a " Router IDw 1.1.1.T
G M H Ty HA
Y R2 OSPF’ N\ T OSPF T w10
7s0SPFM & " Router IDw 2.2.2.7
G XM H Ty HA
Y R3: OSPF* Y T OSPF < w10
760SPFM & " Router ID4 3.3.3.3G
\M H Ty HA
Y R4 : OSPF Y T O0SPF " w10

7s0SPFM  a " Router IDu 4.4.4.4

106



G XM H Ty HA
Z 3 F Tb%E A
yi OSPF o T yw OSPF A

Z M 10 M 20 4w pnstubM A

KF ° b " 13N¢”

w PCl [ F 10.0.255.10 A™ 3Ng

Y PC2 [ PC3 10.0.3.10 A~ 3Ng

y F SSH RT' " n ~ 3Ng”
Y FTP F R1 M  running-config b~ M D

W RL.txtA"~ 4Nc

b o
wlo p' H ’ b
V' .docxL Ly ¥ D~ | B
[ e\~ \ T \1-20  w w oA
Yy ° 't @ show running-config 9~ o
Nez G | ™XT »T° » Y © " Rla
R23R33R4™ [ BT 1 e\~ \ 7 \1-20\*.txtA
p en' R1 b G wul R1.txtl A
% I b \ .docxL1 I TXT o L
U | - |71 b. A
t 7 5]
W b
1 ) CPU4 2.0GHZy:':~ p  4GBY:':
> Iy H @ Y o Packet Tracer
Cisco 2911

107



=<

b
- )
b indows 7
Packet Tracer 6.0 Y 66.0
WE o Microsoft Office 2013

~ 3

90Ne A

T4 Ne g

Ne W' be ~ 10Ng
g Nep Ne Nev = N¢”
3
3
[ R | 1Ne 4
Ne K " 30Ng¢”

g Nep Ne Nov = Ng&”
1 RL |h h 2
2 R1 2
3 R1 [Console Console 2
4 Rl SSH F SSH 7 4
5 R1L |IP 0 3
6 R2 |h h 2
7 R2 |IP 0 3
8 R3 |h h 2
9 R3 |IP 0 2
10 R3 |h h 2
11 R4 |IP 0 2
12 R1 [TFTP ftp ™M b 4

Ne 272 OSPF ~ 32Ng”
- Neg Ne Nov = Ng”
© OSPF Tostub Ty
1 R1 |OSPF - 8
router IDa
® OSPFa y router IDa a
2 R2 |OSPF R 3
stub a 3 F
® O0SPFa y router IDa a
3 R3 |OSPF - 7
stub a 3 F
® OSPFa y router IDa a
4 R4 |0SPF s b 5

108




5| RL [0SPF oSPF o 3
Ne ' b " 13N¢”
- Nep Ne Nov = Ng¢”
PCL [ F 10.0.255.10 3
PC2 [PC3  10.0.3.10 3
F SSH R1 3
3 4 FTP F R1 M running-config » W4
Ne E ~ BNg”
” Neog No Nov ~ N¢”
- - a " 3
a a i 2
No #° 3 " 10Ng¢”
- Nog Ne Nov ~ Ng~
1 3 | b a a a 4
2 ] ra Ae ) ) 3
? ¥
3 n n- C N n b 3
Ha
21. Tro2-T
~ 1" Kk
ABC'E™ 0 v A v Al b
3Fb AE” ITF E
780 W Yy A n ‘E”
WaeWw F ~ 0 2@ “Wae 6 DFE
e G6E p b AFE ITF T
W 3 v E Al )
bu a Ay’ HH Y
v \ AFE" a 1 1P

109




172.16.10.0/24 73Now 4@ VLANA

" IP Y Wae  IPbuYPC IP

G VLAN20' PC3B G VLAN30' PC4B G VALN40A a

@ VLAN

Wae  IPby

-

PC1P G VLAN1O" PC2R

AR
A A
A

VLA ¢ AE i 2c - NATY p
Ty B G ESwWww F AE D a 80
© pH O a 8080 o ~ Ly - 7 “H
VLAN20L VLAN4O ww WEB F A

" .

® 9

WWW

KFW' Noe b ~ 10N¢”
=8 IP No ~ Q |
\ _docxl. A
N 7s
VLAN0 172.16.10.0 255.255.255.192
VLAN20
VLAN30 172.16.10.128 255.255.255.192

110



VLAN40

~ o
1P
53.31.29.2-4 255.255.255.248
53.31.29.1 255.255.255.248
-3 7 TP i
VLAN10
VLAN20
VLAN30
VLAN40
4 OIP
IP
ww o+ 53.31.29.10 255.255.255.0
~ g 0
IP
A 172.16.11.1 255.255.255.252
A 172.16.11.2 255.255.255.252
"6 h IP
IP
PC1

PC2

111




FO/13 o ~ PC3

C FO/T" o ~ PC4 C FO/13 o A

" BNg”

K H2 ~ 30Ng

W AA B C - A h Y
SWITCHA B h w SWITCHB C h W SWITCHCA
" 3N¢”

Y - AAB €: - Ay

root A~ 4Ng

g AA BA €: N « 4@ VLAN Nez VLANIO VLAN20

VLAN3O  VLAN40A
23" o ¥ ~ VLAN20A
23" o ¥ ~ VLAN4OA

R« v
BN
]

FO/1-12° o v ~ VLAN1O F0/13-

€: FO/1-12 o v ~ VLAN3O F0/13-

H
w dotlgA~ 14Ng
Y ’ A 22 wTF
VLANH & A~ 5Ng
Z Ara WNW 1P W
KFE ~ 35Ng
W A h W ROUTERA
w123 o Dy 456 TELNET
\% IP 7
A~ 4N
y A i
Internet ~ 8Ne”
Y Ay

PAT

112

AN

o 4 TRUNK \
IP IP -
A~ 4Nd

i CONSOLB o D

o Dy 789A" 8No”

0 IP



oW o~ o w¥0o g P h B G A ACL
Tw T W mypool™ = 8N¢”
yA A: Ly, wMYACL 7 "H
VLAN20L VLAN40 Www o F WEB F A~ 8N¢
b o
W G -~ v Jw A
Y Lb p' H | \ .docxL
Lo ¥ p- [ BT 1 ex\
' T \2-IN w w oA
% - ' @ show running-config 9~ Y
Nez G | XT T~ [ BT 1 ex\
' T \2-1\*.txtA p Yy ot A
b G wurl’ A.txtl A
Y I \ .docxL i I TXT b L [U
I - 7 b, A
A )
W b
. . CPU4 2.0GHZY:: ~ p
26BY:.:
5 r b " packet
Ha Y ° tracer 28117 q
. b - packet
3 H 2 0 100Mbps . .
tracer 2960 9
- b - packet
4 1 0 100Mbps . "
tracer 3560 9
c - r CPU4( 2.0GHZy:: " p | b ) packet
2GBy: - tracern
Y b

113




)
b Windows 7 Y 67
packet tracer 7.3.3 "y 67.3.3
WE » Microsoft Office 2010 |~ y & 2010
b Visio 2010 - packet
tracer ppt
~ g
120Ne A
T4 Ne %o
No W' Ne b " 10Ng”
- Nep Ne Nov = Ng”
1 g ~ 0 1
2 IP 1P (0] 4
3 Q 5
Noe H' be ~ 8.5N¢
- Nog No Noy = No~
1 N 3
2 2
3 [ 0 5
No 272 ° ~ 30Ng”
- Ne Ne Nov = N¢~
h h 1
VLAN < VLAN 2
TRUNK TRUNK 2
L A STP STP n & 2
0 5
4
h h 1
) VLAN e VLAN ° o v "1 T 3
B TRUNK TRUNK 2
STP STP n & 1
h h 1
3
C VLAN - VLAN o ¥ "1 T 3

114




TRUNK TRUNK 2
STP ST n & 1
No " 35N¢”
- Ne Ne Nov = N¢”
h h 2
No D A Telnet
n 9
1P 1P 4
1 OSPFa
10
5
L
L ! 5
Ne " BN¢g”
7] N | Ne Nov = No"
1 - a " 3

115




- F 50@ A
WEB F b A A a,
192.168.1.0/24 ~ 73New e A e Ne
F a A a We 1Py T IP O °
We  IPMPC IP ~ WW F g W @ Ha
IPA  2-4a No# Ne WE VLAN VLAN

VLANAPC1B G VLAN1O" PC28 G VLAN20" PC3B G VLAN3O a 47

VLAN  HAa OSPFY b & A PAT
Y D 0 ISP F A
NATY W L A L, ~ 7 "H
www o - WEB F A A

116



78

~

VLAN
2 192.168.1.0 255.255.255.192
WE 10
20 192.168.1.128 255.255.255.192
K FR' Le ~ 10Ng
W 3 ) -
a, A~ 3Ng
Y Y G A~ 2No
¥ [ 0t A v A F0/0
ISP A FO/L A FO/Bb [ H
VIARY 0 W A FO0/13% ~ PC1

117



B F0/13% = PC2 ’ C FO/ - PC3 ’ C

FO/13% A~ 5Ng
K K27 "~ 30Ng”
W A B C v ’ A h
w SA ’ B h w SB C h W SCA™ 3Ng
‘2 A: - 4a VLAN F0/13-23 o @ ~ VLAN2A™ 3N¢
g B: - 2@ VLAN  F0/1-12° o v ~ VLANZ F0/13-

23 o ¥ ~ VLAN1OA~ 3N¢
Y €: « 2@ VLAN  F01-12" o ¥ ~ VLAN20" FO/13-
23" o ¥ ~ VLAN30A" 3Nc

zZ £ o 4 TRUNK \  w dotly 3N¢”
z A: o n- Www F MAC b~
A FO/13 o ’ 0 MAC v
wl O F MAC b7 A: MAC b v
0 A~ 6Nc
z ’ Az woTF IP IP A 6N
z Ax Y M OSPFY ~ OSPF = w I

- b & A" 3N

KF ' " 35N¢”

W A v Ah W ROUTERA
CONSOLE o Dy 123456 ~ o D 4 ABCDEA 7Ng

Y w g Telnet il v

o Dy abcdeA” 4Nd
g IP Ne @ o IP A" 4Ng

118



Y A: 1 M OSPFY
. . y -

Z A Ne

A~ 4Ng

z A: PAT o

A NATY Www

119

-

OSPF

-

~

y 1
€

OSPF

B6A



. b © 7 packet
3 H 2 0 100Mbps . .
tracer 2960° 9
. . b 7 packet
4 |z 1 0 100Mbps R N
tracer 35607 9
. CPU4  2.0GHZY:': ~ b -7
5 + 2 )
2GBy: : packet tracerq
Y b
- P
1 b Windows 7 “Y 67
2 packet tracer 7.3.3 Yy 67.3.3
3 WE » Microsoft Office 2010 |~ y & 2010
.. L packet
4 ) Visio 2010
tracer ppt
~ g
120Ne A
4" Ne %o
Ne W' Ne b " 10N¢”
- \[fs No Nov © Ng~
1 - h Q 1
2 IP 1P Q 4
3 Q 5
Ne R be ~ 10Ng
- Neg Ne Noy = N¢”
1 N 3
2 2
3 [ 0 5
No 272 ° " 30N¢”
g Ne Ne Nev = Ng¢
h h 1
= 4@ VLAN o ¥~
VLAN . 3
i T la VLAN
1 A
TRUNK TRUNK o 1
0 272 o IP
\ OSPF 3

120




121

ww MAC 159
0 A . 9
h h 1
B VLAN .:. 2@ VLAN o ¥~ 3
LT
TRUNK 2@ TRUNK o 1
h h 1
C VLAN <:» 2@ VLAN o ¥~ 3
LT
TRUNK 2@ TRUNK o 1
Ne ‘ © 35N¢”
g Ne Ne Nov = N¢”
h aCONSOLB B 5
o D
n H 'at Te;ln;t 4
IP IP 4
OSPFY . OSPFY v; 9
Nev
3
5
Ly
L, 5
Ne 5° " BN¢g”
Neg Ne Noy = N¢”
< - a i 3
a a f 2
Ne E 3 10Ng”
Neg Ne Nov = Ng~
F3 1 b a a a 4
s a Ae - s
¥
n ¢t b 3
23. ¢ 2-3
1" K F




-

-

50@ H

122

a n

a a
200@ H
Tk
WaFTP F

-



17 VLAN

78

VLAN

~

VLAN10

50 192.168.0.0

255.255.255.192

VLAN20

50

VLAN30

50 192.168.0.128

T

255.255.255.192

VLAN40

50

~ o

B

200.1.8.1

255.255.255.252

NoE™

200.1.8.2

255.255.255.252

o

~

1P

VLAN10

VLAN20

VLAN30

VLAN40

T4 F

FTP +

192.168.1.1

255.255.255.252

A

192.168.1.2

255.255.255.252

"5 h

1P

IP

PC

T

K Fr

>

A~

3Ng”

=<

<>

0

Hl

FTP +
FO/21-24

PC

10Ne”

vw I

- I

A F0/1

-

H s0/0/®

A FO/D - PC

B FO/2 © N PC

123

HWIC-2TL

A FO/D -

A

2Ng”
A F0/0

B FO/b ~

-

PC
I_

4



FO/9% A~ 5Ng

K K27 "~ 30Ng”

W A3B - ' A h W SWITCHA

B h W SWITCHBA™ 2Ng”

\% VLAN ° AT = VLAN 104203303

400 FO/2-8 o ¥ ~ [ VLANIOT~ FO0/9-15 o ¥ ~ [ VLAN20T~
FO/T" o W trunkA - BT -~ VLAN10a 20a 30a 40

FO/2-8 o v ~ [ VLAN3OT™  F0/9-15 o % ~ [ VLAN4OT A~ 12

Ne™
g AL B F0/21-22° W trunk 7’ A
F0/21-27 o~ B F0/21-27 o . A "
1 " H n yon . o 4y trunk  "H
A~ B6Ng
Y AL B F0/23-24" W trunk v A
FO/23-24" o~ B F0/23-24 o . A "
2 T He LACPN . H n Y
active o W trunk  °H VLAN A~ 6Ng
z " A B v (o "N
® 7 ® A~ AN
KF " 35Ng¢”
W Ad B v A h W ROUTERA
B h W ROUTERBA™~ 2Ng¢”
\% B: i * FO/1 03t T
a b VLANH T G E

124



Ne p  VLANH e A~ 9Ng

% IP  Ne ° AAB o IPG A~ 3Ng
\'% A BH, PPP  ~ g PAP I
- o Dy password 8Ng~ A
z 3 i M OSPF T Ty T
- U’ NeE™ 0 G NV
Y ping E o~ "
o A" 8Nd
z B: %o "~ Ly 0 7w T 7 "H
F - o Dy abcdeA~ 5No
b :
W G~ w Jw A
YLlbp p' H | \ .docxL
Lo * D~ [ Bl 1 e\
\ T \2-3Y w WA
g st a  show running-config 9~ D
Nez G | XT T~ [ BT 1 ex\
' 7 \2-3\*.txtA b Y Yo A
b G wurl’ A.txtl A
Y I \ .docxL i I TXT oL [ U
| - |7; b. A
t )

125



. i CPU4  2.0GHZY:': ~ p
26By:':
- b N packet
2 2 H @ Y 0 o ~
tracer 28117 9
- b N packet
3 H 2 0 100Mbps . 5
tracer 29607 9
. b 7 packet
4 23 0 0 100Mbps - ~
tracer 35607 9
c - r CPU4  2.0GHZY:':~ p b v
2GBy: = packet tracerq
Y »
1 b Windows 7 "y 67
2 packet tracer 7.3.3 Y 67.3.3
3 WE » Microsoft Office 2010 |~ y & 2010
L L v packet
4 5] Visio 2010
tracer ppt
~ 3
120Ne A
T4 Ne %o
Noe W' Ne b " 10Ng¢”
g Neg Ne Nev = Ng”
1 ~ g Q 1
2 IP IP 0 4
3 Q 5
Ne Hf be ~ 10Ng
g Nep Ne Nev = N¢
1 N 3
2 2
3 [ 0 5
No 77z ~ 30Ng”
g Ne Ne Noy ~ Ng¢”
1 h h N 2
2 A VLAN7s No VLAN7s No N o 78~ VLAN 6

126




B VLAN75 Ne VLAN7ZsNe o 7~ VLAN 6

Y Y 0 1
4
Ne ' " 35Ng¢”
Ne Ne Nev = Ng”
h h 2
- 4@ o~ @ 0 \
B i e o IP 9
v o]
* PAP
yo Yo 8
OSPF OSPF 8
1P 1P
L L, - L
B 5
!
Noe 53° " BN¢”
- Nep Ne Nev ~ Ng
- - A ” 3
a a i 2
Ne E 3 " 10N¢”
g Nep Ne Nov = N¢”
F3 b 3 EY a 4
: [ a Ae y Ny s
3 ¥
n n- C N n b 3
24. 24
~ 1" K F
ABCE™ 1 A 0OMW A W 0 R
3V le FVE ™ A E* 3Fb 0 °
3 AE" _ P 1 A sz W 7Y

127




ao

AE" ITF [ WEM A
E 120 : a AE _ W FTIP + °
v OE b o A
EX ITF AL A a
10.10.10.0/24  ~ 7sNew 2@ VLAN VLANIOw 0 ~ VLAN20w
T 6 bl A G 4 VIANAuG H A H
v y D Ty H 2@ o
. Aa H @ VLANH e A @VLAN
We~ IP  bBwu VLANT h 7 Y @VIAN Wa”
IPNe PC A ¥ A E” H y o¢g °
e P w172.16.1.0/30A 4 G n ~ Hea
H PAP AE" FTP F Be/d AN T TA
192.168.1.0/24 Wae " IP Dbuwy h

-

Wae~ IP No PCA'E® ITF
I7l|

KFW' Ne b " 10Ng”

E* IP Ne ~ QT
128



\ .docxl A

BT O0M YA
~ 17 VLAN 7
VLAN g
VLAN10
VLAN20 10.10.10.128 255.255.255.128
~r €
IP
A 172.16.1.1 255.255.255.252
B 172.16.1.2 255.255.255.252
A~ 3~ 5
5 IP 5
VLAN10
VLAN20
TR P
F 1P
FTP F 10.10.10.10 255.255.255.128
~ 5 PC IP
IP
:
N
‘EX 3 w
1P
B 7 o 192.168.1.254 255.255.255.0
PC 192.168.1.1 255.255.255.0
K F R bLe ° 10N¢
W € ) -}
a, - v W [ HWIC-2TL A
3Ng”
Y Y G A~ 2Nd
% [\ 03t A A FO/b b
A FO/L Aa yo =N A S0/0/1
B S0/0/b A A FO/2 b F A
C FO/b b B FO/1 v Ab BH FO/23-24

129



0 0 PC ‘ A FO/16 © AN PC

B F0/22 ~ PC ’ C F0/24 A~ BNo
K K2t "~ 30Ng
W A3 B v ‘ A h y old ~

B h 4 newA”~ 2No”

Yy - AT = VLAN 10a 20 FO/2-10°" o % ~ [ VLAN10
T FO/11-22" o ¥ ~ [ VLAN20T " FO/T w TRUNKA™ 7
Ne™

y BT = VLAN 10a 20 FO/1-10" o % ~ [ VLAN10

T F0/12-22" o ¥ ~ [ VLAN20T A~ 5N&
g

130



g A: o R “a b

VLANH T "G E° Ne p
VLANH e A~ 5N
Y At M OSPF Y ~OSPF ~ w1 Router

~

IDu 1.1.1.T G '\(Vl H Y H, 3 F Tb#% A
A~ BNg”
Z ¥ M OSPF N ~ OSPF “ 4 1" Router

o

~

IDu 2.2.2.2 G NV H Y H, 3F TbF A
A~ BNg
z A B+ Noz PPP PAPY A
W' 123456~ ~ 6Ng

Z B: Ly 7 w100,b"H
EY 0 “i1t "H A 4NG
i Ax Telnetw ~ %o L, -
“4ywl s"H 0O PC L~ Y
- w 123456~ A" 4Nd
b e
W G~ w Jw A
Y Lp p' H I \ .docxL
Lo * p- [ BT 1 e\
' T\2-4A v wo A
% i ' @ show running-config 9~ 5
Nez G | XT T~ [ BT 1 ex\

\ T \2-AN\*.txtA b Y Yo T A

131



A txtl A

132

P G wul
Y I V .docxL i I TXT b L [U
r 7 ’ b, A
~ o
W b
CPU4 2.0GHZY:': = p
26By: 't
b 7 packet
H @ Y 0 R ~
tracer 28117 f
b 7 packet
H 0 100Mbps - ~
tracer 29607 9
b -7 acket
0 100Mbps . P
tracer 35607 9
- CPU4  2.0GHZY:':~ p b -7
2GBY:': packet tracerq
Y »



g Nev = N¢
1 v 3
2 2
3 0 5

o 272 30Ng”

- Ne Ne Noy ~
1 A h h 1
2 A VLAN = 2@ VLAN o ¥~ VLAN |5
3 A _ 3
4 A TRUNK TRUNK 2
5 B h h 1
6 5 VLAN = 2@ VLAN o ¥~ 5

VLAN
7 B 3
8 B TRUNK TRUNK 1
9 A N W 3
10 B N W 1
n . FTP MAC b~ A 6
0
" 35Ng¢”

g Ne Ne Nev = N¢”
1 h h 1
2 IP IP 1

= 2@ o @ 0

3 i \ Y@ o IP |5
4 OSPF OSPF 6

PPPY PPPY 1
6 PAP PAPY 2
2 Telnet “ Telnet 4
8 B h h 1
9 B IP IP 2
10 B OSPF OSPF 5
11 B PPPY PPPY 1
12 B PAP PAPY 2
13 L, Ht 4




Nep No Nov ~ Ng”
- = a i 3
a i 2
Ne E 3 " 10Ng”
g Nep Ne Nov = N¢”
1 3 | b a a 4
2 I 4 Ae 3
3 ¥
3 n n C n b 3
25 “ v 2-5
T 1" K F
ABC'E™ Ne H e A EY NeE® N
2 - 100@ H A ET b NeE” o
F " Ne 6b A E” LW @ FTP
F ~ ¢ E p D p AFTP F B 6 'E°  VLANIOT A
ES ITF ES A %  AE" D
IP 192.168.1.0/24 " NeET pIP
192.168.2.0/24 VLAN7: NS g, @ i
A elP T We  IPBbuw 7 IP, Wa  IPNe
h A 1 '

134



FTP

L -

\ _docxl A

~ 1" EY VLAN

78

VLAN®

VLANIOC F 7

100

192.168.1.0

255.255.255.128

VLAN20 ”

100

" 27 NeE™ VLAN

78

VLAN1O T

100

VLAN20 ”

100

192.168.2.128

255.255.255.128

~ 3

B

1.1.1.1

255.255.255.252

NeE™

1.1.1.2

255.255.255.252

A 4~ \EX

1P

VLANIOT  F 7

VLAN20 ~

~ 5" NeE~

VLANIOC +F 7

135




VLAN20 -
~ 6 F P
F 1P
FTP F 192.168.1.10 | 255.255.255.128
e bi'z H IP
A 192.168.3.2 255.255.255.252
A 192.168.3.1 255.255.255.252
B 192.168.3.6 255.255.255.252
B 192.168.3.5 255.255.255.252
~ 8 h IP
IP
FPC
PC
F PC
PC
KF R be ~ 9Nd
W € ) Y
a - v W [ HWIC-2TL A
~ 2Ng”
Y N A~ 2N
¥ [} 0o:: A " G0/1
"o b GO/T o - A FO/b L FTP F !
PC1b A FO/Z o © PC2b A FO/6 o * PC3
|9 B F0/Z o * PC4L B F0/6 o ’
H S0/0/0° y o A~ 5Ng
K K72 ° ~ 30N¢”
W A3B - A h W SWITCHA
B h w SWITCHBA™ 2Ng
Y AT = H@VLAN  F0/1-5 o % ~ [ VLAN1OT"
FO/6-10 o @« ~ [ VLAN20T A~ 5N¢

136



g BT = HaVLAN  FO/1-5 o ¥ ~ [ VLAN1OT~
FO/6-10 o « ~ [ VLAN20T A~ 5N¢

Y ’ Aa B 272 woTF IP IP

VLANW €& A~ 7N

Z SWITCHA: o n~ FIP F MAC b SWITCHA
FO/ 1o ’ 0 MAC vwul; O
h MAC b~ 3 MAC b 0
T A" B6Ng
Z  SWITCHA: M OSPF 1 “b A
, " w1l Router IDv 10.10.10.10° A~ 2Ng
Z SWITCHB: M OSPF Y b B
, 7 w 1T Router IDw 20.20.20.20 A~ 2Ng
KF " 35N¢”
W A h w ROUTERA” B h W
ROUTERBA Ad B Y " test™ ~ CONSOLE

o Dy CONAA~ 10Nc

\% IP N AAB o IP A" 8N¢
¥ ROUTERAA ROUTERBYy o :': PPPY  ~ PAPY
- W h v W 123456~ A~ 8N¢
Y Ax fM OSPF Y ~ OSPF ~ w I Router

IDy 30.30.30.30 G NM H T Y HA™ 2N

z B: M OSPF Y ~OSPF ~ w1 Router
ID4 40.40.40.40 G NM 4 ~ ¥y HA™ 2Ng

z Ab BH, OSPF ~ wMD5 7

137



W 123456~ ~ 4N¢”
Z B: L, ~ W MYACL 7 "H Ne
- ES " NeE~ E A 5
b :
W G -~ w Jw A
YLlbp p' H | \ .docxL
Lo ¥ D~ [ B 1 e\
' T\2-5N w WA
g ‘= 3 show running-config ©° D
Nez G | XT T~ [ BT 1 ex\
\ 7 \2-5\*.txtA b Y Yo A

p G wul’

138



b Windows 7 Y 67
packet tracer 7.3.3 "y 67.3.3
WE » Microsoft Office 2010 |~ y & 2010
5 Visio 2010 - " packet
tracer ppt
~ g
120Ne A
T4 Ne %o
No W' Ne b " 10Ng”
- Nep Ne Nov = Ng”
1 g ~ 0 1
2 IP 1P (0] 4
3 Q 5
Noe H' be ~ 10Ng
- Nog No Noy = No~
1 N 3
2 2
3 [ 0 5
No 272 ° ~ 30Ng”
g Ne Ne Nev = N¢”
1 h h 2
5 VLAN7: Ne = 2@ VLAN o Ne# v~ 10
2@ VLAN
w 2
4 0 0
VLAN H VLANH H 4
6 . 0 FTP F MAC b A 5
0
, ) OSPF" s .
€
Neo ' ~ 35N¢”
g Nep Ne Nev = Ng¢
1 h h N 10

139




3 o IP IPG 8
PPPN  ~ PAPI
3 4
4 OSPF OSPF 4
5 OSPF OSPF 4
L L L
6 A l " ols
Ne 5° " 5N¢”
g Nep Ne Nov ~ N¢
- - a v 3
a 7 0
Ne E° 3 " 10Ng”
o Nep Ne Nov = N¢”
1 F3 1 b2 a a 4
7 | ra Ae 3
; ¥
3 n n C n b 3
26 Tt 2-6
" 1" K F
ABC'E™ A~ B W @ Ne 7 3 F )
EX _ C W @ Ne A w b Y
LW H - H - EX A
Ne a 10.10.30.0/24 ~ 50 " Ne F
b - T b ” 7%Now 4~ |ka
F2a - 2@ B Wae IPHu
i A E” a 10.10.10.0/24 -~ E " 180
h ~  74e VLAN Ne T a a ~ a Fr
i E” T FTIP + ~ ¢’ E p
pD N e IP b 7 “FTP F g

140



L

10.10.20.

0/24 -

75 Noy

E” IP Ne ~ Q |
\ .docxL A
~ 17 ET VLAN 7
VLAN® -
VLAN10 59 10.10.10.0 | 255.255.255.192
VLAN20 T 41
VLAN30 Fb 19 10.10.10.128 | 255.255.255.192
VLAN40 * 61
~ 27 Ne W VLAN  7s
VLAN' -
VLAN11 58 10.10.20.0 | 255.255.255.192
VLAN22 T 17 10.10.20.64 | 255.255.255.192

141




A~

VLAN33 Fb 5
e Ne VLAN 7s
VLAN -
VLAN1 T b 38 10.10.30.0 255.255.255.192
VLAN2 Fb 12
—
o o IP
A B 172.16.1.1 255.255.255.252
B A 172.168.1.2 255.255.255.252
A C 172.16.1.5 255.255.255.252
C A 172.168.1.6 255.255.255.252
A A 172.16.1.9 255.255.255.252
A A 172.16.1.10 255.255.255.252
e = -
1 .
VLAN10
VLAN20
VLAN30 10.10.10.190 | 255.255.255.252
VLAN40
"~ 67 Ne w7
1o .
VLAN11 10.10.20.62 255.255.255.192
VLAN22
VLAN33
AR\ "
- .
VLAN1
VLAN2 10.10.30.126 | 255.255.255.192
g F 1P
F IP
FTP F 10.10.10.2 255.255.255.192
K F R Le ~ 10Ng
W i Y
a, v v W I HWIC-2TL A
3Ng”
Y Y G ' 2Ng”
¥ [\ oir AT FO/T o b



FO/T o “a  S0/0/T yo No Bb

1= A a S0/0/0 yo No W ct E

AA  FTP ’ A FO/Z7 o~ kb PC |

B FO/11, T b PC [~ B F0/Z T
PC [~ A FO/6 AN PC [’ A FO0/16 Fb
PC [~ A FO/1T T 1PC [’ C FO/1T
1 PC [ C FO/Z Fb 1 PC [° C
FO/16A"~ 5Ng

K K27 "~ 30Ng”

W Ad Ba C - ’ A h W
SwitchA B h W SwitchB ’ C h W SwitchCA
~ 1.5N¢

Yus n - A
A3 BA C CONSOLE o Dw CONA ~ o D w ENABLEAA
~ 3N¢”

g A: -~ 4e VLAN F0/2-5 o v ~ VLANIO® F0/6-

10" o ¥ ~ VLAN20' F0/11-15 o @ ~ VLAN30  F0/16-20" o v
~ VLAN4OA"~ BNg”

Yy €: - 3@ VLA  F0/2-10° o ¥ ~ VLAN1I
FO/11-15 o @ ~ VLAN2Z  F0/16-20°" o ¥ ~ VLAN33A"~ 4.5N¢
z B: -« 2a VLA  F0/2-10" o ¥ ~ VLANI

FO/11-20° o % ~ VLAN2A"~ 3Ng
i ’ b o 4 TRUNKA~ 1.5Ng”
Zw’ Ab FTP 0 ‘ o n°. 'H

143



FTP F MAC o Tt o A" 3Nc

z ’ K> woTF IP w VLAN o IP
a - E VLAN A~ 3.5Ng
z A: i M OSPF s Ty T
N = e A~ 3Ng
KFE "~ 35Ng
W Aa BaC - A h W RA
B h W RE C h W RCA~ 3N¢
\% IP  Ne @ o IP A" 5N¢
% BL B FO/1 o i -
Ne o e A~ 3Ng
Y Cb C FO/1 o i v Ne
W p e A~ 4ANg
Z RA RBH e ~a PPPV\ ~ PAPY
' RA RCH 3 e ~a PPPN T PAPY
A" Y h v w 123456~ ~ 7Ng
Z RAARBARE: OSPF  “O0SPF "~ wI G E n
g 3 F TbZE A~ 5Ng
Z RA RBH OSPF  ~ W MD5
w 123456 ' RA RCH OSPF  ~ W -
w 123456~ ~ 4Ng
z7 "H  Ne Fb RB A
Y + h W test W 123456~ = 4No”

144



G~ w Juw A
Y Lp p' H I \ .docxL
Lo ¥ p” [ Bl 1 e~
L V2 -) W " w oA
% . 't a show running-config 9~ oY
Nez G | XT T~ [ BT 1 ex\
\ T \2-6\*.txtA b Y I A
b G wul’ A.txtl A
Y I \ .docxL i I TXT b L [U
o0 L W ’ b, A
- 1)
W b
. CPU4 2.0GHZY:': ™ ¢
1 g ‘ vieoop
2GBY: '
N b packet
2 3 H @ Y o R -
tracer 28117
N b N packet
3 H 2 0 100Mbps . N
tracer 2960° 9
~ b N packet
4 "2 1 0 100Mbps . .
tracer 35607 9
. - I CPU4  2.0GHZY:':~ p b v
2GBy: = packet tracerq
Y b
g o)
1 b Windows 7 Y 67
2 packet tracer 7.3.3 "y 67.3.3
3 WE » Microsoft Office 2010 |~ y & 2010
. L packet
4 5] Visio 2010
tracer ppt
~ g

145




120Ne A
t4 Ne %o
Ne W' Ne b " 10N¢”
- Nep Ne Nov = Ng”
1 8 ©Q 2
2 IP IP Q 3
3 Q 5
Ne R be ~ 10N
o Nop Ne Nov = N¢”
1 - 3
2 2
3 [ 0 5
No 272 ° " 30N¢”
g Ne Ne Nov = N¢”
1 h h 1.5
2 CONSOLE D CONSOLB D 1.5
3 o D o D 1.5
4 VLANZ: Ne VLN 14.5
o Nez v VLAN
5 TRUNK TRUNK 1.5
6 A 0 n 0 n 3
7 A w 0.5
8 A 0 0 3
9 A OSPF OSPF 3
Ne ' ~ 35N¢”
g Nep Ne Nev = N¢
1 h h 3
2 o IP IPG 5
3 BaC |9 i 7
. PPPN  ~ PAP ;
5 OSPF OSPF 5
6 OSPF OSPF 4
7 B y 4

146




Ne 5° " 5N¢”
g Nep Ne Nov ~ N¢
= - a i 3
a a f 2
Ne E 3 " 10N¢”
g Nep Ne Nov = N¢”
1 3 | b a a a 4
, I [ a Ae v s
3 ¥
3 n n- n b 3
27. Tt 2-T
“ 1" Kk
ABCE™ 0 - A v Al b
3 kb AE” ITF ES
7% W “ g n AE
114 ~ No a a =~ 0 e A E”
0 WeWw F 0 2 We 6 DE
) "z Wa 6 E P 0 AFE F b
- PPPY  AE p - 172.16.1.0/24
7sNow 4da La  |F3e " Ne VLANID ~AVLAN20
) “~AVLAN3O Y 0 "” le a = @
Wa IPb , Wa IPNe h AT T
vlan30 AT T VAN  H B ~
' y3u,G D Yi O¢ ™ H a4 A
E” H L~ B ~ h 0 -

147




7 "H VLANIOT h

T X =

K

PC

KFW' Noe b ~ 10Ng¢”
E* IP Ne ~ Q |
\ .docxl A
~ 1" E° VLAN 7%
VLAN | -
VLAN10 28 172.16.1.0

255.255.255.192

148

N




VLAN20

~n

149

VLAN30
g F bh IP
IP
Www 172.16.1.130 | 255.255.255.192
PC
PC 172.16.1.65 | 255.255.255.192
0 PC
K F R be ~ 10Ng
W € ) -
a, v v W [ HWIC-2TL A
3No”
Y Y6 A~ 2Ng
¥ [\ 0:: A - A FO/1
b A FO0/b T H a 20V Y 0 ;
H S0/0/0° y o , Wk - A FO/Z
o~ Y O PC ™7 A FO/T o ~ PC ~ B
FO/T" o ~ PC ~° B FO/1T o A~ 5N¢
K K2 ~ 30Ng”
W A B v A h W
SWA B h w SWBA~ 2Ng”
Yu= n - A
A2 B CONSOLE o D w CONAA™ 2Ng
% A: = 3a VLAN  2-10°7 Y o v~ |
VLAN3OT A~ 4Ng
Y B: -~ 2@ VLAN 1-10 Y o ¥~ VLAN1O
o 11-20 Y o ¥ ~ VLAN20A™~ 4Ng
Z Az woT IP w’ Ab A



o FO/1 IPa A~ 2N¢”

z IP w VLAN o IPG ~ E P VLAN
" 3N¢”
Z A i M OSPF 1 Ty T
TET P e A~ 3Ng
z B: o n PC MAC b FO/T o
- PC MAC b FO/1T o v i
h o 77 A" BN¢
Z ’ Ab B G0/1-Z M @Y o W trunk ’ A
G0/1-Z M @Y o B G0/1-Z M @Y 0
A . 4wl "Ha’ PAGPY -
H 4 desirable _ o 4y trunk "H VLAN
A~ ANg
K Fz° ~ 35Ng”
W A B v A h W
RA B h W RBA W 3 n -
A A2 B CONSOLE o D w CONA ~

o Dy ENABLEAA~ 6Ng”

\% IP Ne v @ o IP A" 6Ng
Y A i M OSPF N Ty T
"G E p g b o F
A~ 3N
Ya WN®w 1P~ At "

Internet , OSPF TPD A~ 4N

150

A



Ac ~ Ly - =~ g 100

- W 123456~ A" 4Nd

A BH € ~ a PPPN T
. W test W 123456 A" 6N¢
G -~ uwu Jw A
Y Lb p" H I \ _docxL
Ly ¥ D~ [ BT 1 ex\
“N2-TN w w oA
- ' @ show running-config 9~ oY
Nez G | XT »T° [ BT 1 ex\
T \2-T\*.txtA P Y Yo T A
G ul’ A.txtl A

I \ o.docxL 1 I TXT oL [ U

o |7; ‘ b, A
b
b
5 CPU4  2.0GHZY:: "~ p
20By: -

. b * 7 packet

2 H @ Y 0 ~ ~
tracer 28117 9

- b v acket

1 0 100Mbps . . P
tracer 2960° 9

- b v acket

1 0 100Mbps P

tracer 35607 9

151



152

- r CPU4  2.0GHZY:':~ p b v
2GBy: = packet tracerq
Y »
b Windows 7 "y 67
packet tracer 7.3.3 "y 67.3.3
WE » Microsoft Office 2010 |~ y & 2010
L. L packet
1) Visio 2010
tracer ppt
~ g
120Ne A
T4 Ne %o
Ne W Ne b " 10N¢”
g Nop Ne Nov = N¢”
g T Q 1
IP IP Q 4
Q 5
Ne Hu be ~ 10Ng
g Nep Ne Nev = N¢
N 3
2
[ : 5
No 272 ~ 30N¢”
g Ne Ne Nev = N¢”
h h 2
CONSOLEB D CONSOLR D 2




153

Ne 35Ng”
- Nep Ne Nov = N¢
1 h h 2
2 CONSOLB D CONSOLB DB 2
3 o 9 o 9 2
4 o IP IPG 6
5 A OSPF OSPF 3
6 A 4
OSPF TD
L o )
7 A L, 6
8 A L 4
PPPY  ~ PAP
9 6
Noe 53° " 5N¢”
Neg Ne Noy = N¢”
= = a " 3
a a i 2
Ne E° 3 " 10Ng”
Neg Ne Nov = Ng~
1 F3 | b a a a 4
_ [ a Ae y Ny
2 3 1 3
¥
3 n n- C N n b 3
28. Tt 2-8
~ 1" K E
ABC W CH * ba ”~ 03"
3F 0 T E | b o3
v o3k T . W ba "




E" 714 ~ Neo 0 a a

NeE™ 38 - E F
IP - Ne A
o3 A 78

\ IP 172.30.0.0/22 - E°
VLAN VLANZ: NS g, @ i
T We~ IPbuw 7 IPAuw G 04"
. " A

NeE™ IP 172.31.0.0/24 ~ NeE"

T yLr EY h v T We”
E” L NeE™ H 200.200.200.4/30

Ne H e A Y

>

b~ ' NoE®

T

FTP F
IPbuw A

-

154



IP Ne ~ QI

\ .docxL A

1" ET VLAN 7
VLAN® -
VLAN10 228 172.30.0.0
VLAN20 0 135 172.30.1.0 255.255.255.0
VLAN30 * 251 172.30.2.0
VLAN40 100 172.30.3.0 255.255.255.0
A~ o

o o IP

A A 10.10.10.5 255.255.255.252
A A 10.10.10.6 255.255.255.252

-

0 o IP

E 200.200.200.5| 255.255.255.252
NoE” 200.200.200.6| 255.255.255.252
~r -

1 i
VLAN10
VLAN20
VLAN30
VLAN40
NeE™ p TP 172.31.0.254 | 255.255.255.0
~ 5" NeE* F bLPC IP
IP

NeE® PC  * §~
FTP 172.31.0.2 255.255.255.0
~ 6 IP

155




W € -}
a, v v W [ HWIC-2TL A
" 3N¢”
Y 6 A~ 2Ng
¥ [N 0 o G0/1
"V QY o b GO/T" M @Y o N C
Fo/1 Y o b F - C FO/Z Y
o b NeE® PC ' ° H a F0/23-24 2a Y 0
’ H S0/0/0° y o Internet PCb A
G0/0 M @Y - - PC B FO/T" o ~
0 PC B FO/6 o ~ PC ’ B F0/11
o T PC B F0/16" o A" 5N¢
K K27 "~ 30N¢”
W A3 BaC - A h W SWA
B h w SWB ° C h W SWCA™ 3Ng”
Y VLAN AT = 4 VLANA 4Ng
g VLAN BT = 4a VLANA

B FO0/1-5 o ¥ ~ [ VLANIOT~
VLAN20T ~

156

B FO/6-10 o ¥ ~ |

B F0/11-15 o % ~ [ VLAN30



z A: i M OSPF s I T T
N = e A~ 3Ng
ZwyG D Yi O¢ W™~ H & A
Ab B 23-24 Y 0 W TRUNKA’ A 23-24
Y o B 23-24 Y 0 . A
ul ~ o W trunk H @’ PAGPY
“H o w desirable’ "H VLAN A
5No”
z C b B 0 w TRUNK A~ 1IN
KF " 35N¢”
W Ad B - A h W RA
B h W RBA~ 2N¢”
Y IP Ne @ o IP A~ 5N¢
% A3 ' M OSPF \ N
G E p e 3 F TbF A
A W Internet v OSPF
TO A~ 8Ng
\'% A L, ~ w NO_ACCESS
"H NeE® FTP F A~ 5N¢
Z A BH e ~ a PPPV\ ~
CHAPY ) Y h v w 123456~ A~ 4
Ne™
z B DHCP + ~ IP N
W BRANCH w NeE” " Ne IP A" 4Ng

157



z A PAT o Y ET p Y
Internet 0 o 44 o o Y ¥
o A” TN
b t
G~ w Juw A
Y Lp p' H I \ .docxL
Ly ¥ D~ [ BT 1 ex\
\ ~ \2-8\ TR w oA
¥ - 't @ showrunning-config 9~ D 1
Nez G | XT »T° | BT 1 e:\
\ T \2-8\*.txtA b Y Yo A
b G wul A.txtl A
Y I \ o.docxL 1 I TXT oL [ U
| - " b, A
- )
W b
. . CPU4‘ 2.0GHZY:': ~ P
2GBY: 't
) 5 b © 7 packet
e Y ° tracer 29117 9
- b ~ 7 packet
3 H 1 0 100Mbps . 5
tracer 2960° f
- b ~ 7 packet
4 1 0 100Mbps . -
tracer 35607 9
. CPU4  2.0GHZY:':~ p b -7
5 F ? ‘
2GBy: = packet tracerq
Y b
g D

158



b Windows 7 "y 67
packet tracer 7.3.3 "y 67.3.3
WE » Microsoft Office 2010 |~ y & 2010
1] Visio 2010 - packet
tracer ppt
~ g
120Ne A
T4 Ne %o
Ne W' Ne b ~ 10Ng”
g Nop Ne Nov = N¢”
1 ~ - Q 0
2 IP 1P 0 4.5
3 Q 5.5
No H' be ~ 10N¢g
g Nep Ne Nev = N¢
1 N 3
2 2
3 [ 0 5
No 272 ° ~ 30Ng”
Ne Ne Naovy © Ng”
1 h h 3
2 AL B | VLANZsNe VLAN = 12
o No# v VLAN
3 A o IPG w o IPa 2
4 A VLAN VLAN 4
5 A OSPF OSPF 3
6 Aa B 5
7 C TRUNK TRUNK o 1
Neo ' " 35N¢”
g Nep Ne Nev = N¢”
1 h h 2
2 o IP IPG 5
3 OSPF a 8




L, L
4 A L 5
!
5 PPPY  ~ CHAPI 4
6 B DHCP DHCP 4
7 A | NAT PAT o 7
Ne 53° " BN¢”
g Nep Ne Nov ~ N¢
- = a i 3
a i 2
Ne E' 3 " 10Ng”
o Nep Ne Nov = N¢”
1 F3 | b a a a 4
> | ra A 3
3 ¥
3 n n C n b 3
29. T 2-9
T 1" K F
ABCo3 A 0OMW T y23% WE A 63}t
0 1 0K T y2 v Y % B
IT a ™ [ AMA - N M
b W'E AE™ 120 ~ [ 200 A
T 150 B¢ AMAE 7 N M WaeFP F ~
YBe O EY p H AE® IT
1z AE® WE a  192.168.1.0/24 ~ A Mg
192.168.2.0/24 A
G AM "E hr Ne [ AV~ WE
b P 7%NoVLANA A M IP 7sNow 4@ VLAN a |r3e
VLAN 1@ VLANY A @ VLAN b 50@ A

160



~

@ VLAN We~ IP Dbu VLANTh W
IP Ne h AH g g PPPY
e IP 4 192.168.3.0/30A A M3 b
0 " o~ IP 4 192.168.3.4/30A OSPFY
e AE" FTP F IT A |71 '
. ] al B
vFD g
B
M -
W —
VI 1
| A |
S
KFW' Ne b " 10Ng”
o3 IP  No ~ Q
\ .docxl A
© 17 VLAN 7%
VLAN g
VLAN10 IT 192.168.2.0 255.255.255.192
VLAN20
VLAN30
WE 192.168.1.0 255.255.255.0
-

161



WE AM 192.168.3.1 255.255.255.252
ANM  WE 192.168.3.2 255.255.255.252
NM 272 192.168.3.5 255.255.255.252
S AV 192.168.3.6 255.255.255.252
A 3~ 5
5 IP 5
VLAN10
VLAN20
VLAN30
WE " 192.168.1.254 255.255.255.0
4 F bh IP
F 1P
FTP F 192.168.2.3 255.255.255.192
IT
A
K FR' Le ~ 10No
W ) ' a
a - v W [ HWIC-2TL A
" 3N¢g”
Y TG A~ 2Ng
Y% [\ 03 GO/ M @Y
o b GO/1T" WY 0 | S0/0/0° Yo
W'E A AV BAg, B F0/24
0 C Fo/24 Y o " a B G0/2
"My 0 C GO/Z M Y o~
FO/T o LFTP F ~ IT PC B FO/DL ~ PC
B FO/& ~ A PC B F0/16 A
" BN¢g”
K K2 ° ~ 30N¢”
W Aa Ba C A h "

162



SWITCHA" B h W SWITCHB ° C h W SWITCHCA

" 3Ng”

\% ’ A IPy 192.168.1.2A" 1INg

g CT « 3e VLAN F0/1-3 Y o v |
VLANIOT A ° C Fo0/24 Y o b GO/Z° M Y

o w TrunkA"~ 3.5N¢

v BT —~ 3a VLAN FO/1-T° Y o v |
VLAN1OT ~ FO/8-15" Y 0 o ¥~ [ VLAN20T ~
FO/16-21 Y o o ¥~ [ VLAN3OT =~ B F

163



B h 4 ROUTERBA"~ 2Ng¢”

Y IP No Y @ o IP A" 4Nc”
y A i M OSPF N Ty U
router-idw 1.1.1.7 G Ep g
3 F TbF A ~ 3Ng
Y B.: i M OSPF N Ty U
router-idw 2.2.2.7 G E P g
3 F TbF ~ 3Ng”
Z A3 BH OSPF  ~ W MD5 T

W 123456~ A"~ 4Nd

z A B Yo *  DCE
W 64000A A B yo 3 PPPY  ~ PPPY [
PAP w passwdA~ 7Ng
VALY n - A
A B CONSOLE o Dy w 123456 0

D w ABCDEA~ 8N¢

z B "H IT p h | v
Y ) w 123456~ A~ 4Ng
b :
G~ w Juw A
Y Lo p' H I \ .docxL
Lo ¥ D~ [ B 1 e\
' T \2-9Y v wo A

=

:': a showrunning-config 5~ D

L)

164



Nez G | XT »T° | BT 1 e\’
' T \2-0\*.txtA b Y Yo A
b G wul A.txtl A
Y I \ o.docxL 1 I TXT oL [ U
; I - |71 ’ b, A
e )
W b
~ CPU4 2.0GHZy:': ™~ ¢
1 3 ‘ Y:, p
2GBY: '+
. b 7 packet
2 2 H @ Y 0 R .
tracer 29117 §
- b 7 packet
3 H 2 0 100Mbps . 5
tracer 29607 9
« b 7 packet
4 2 1 0 100Mbps - ~
tracer 35607 9
. - r CPU4  2.0GHZY:':~ p b -7
26By: - packet tracerf
Y »
~ D
1 b Windows 7 "y 67
2 packet tracer 7.3.3 "y 67.3.3
3 WE » Microsoft Office 2010 |~ y & 2010
.. L v packet
4 1) Visio 2010
tracer ppt
~ g
120Ne A
T4 Ne %o
Noe W' Ne b " 10Ng¢”
g Nep Ne Nev = N¢”
1 - g Q 1.25
2 IP 1P (0] 3.75

165



3 Q 5

Ne R be ~ 10N

Nep Ne Nov ~ N¢”

1 v 3
2 2
3 [ 0 5

Neo 272 ° " 30N¢”

Ne Ne Nov ~ Ng”
1 h h 3
2 A IP IP 1
3 BAC | VLANZ:Ne VLAN = 7
o No# v VLAN

4 BAC | TRUNK TRUNK o 2
5 C w 1
6 C 0 £o3 0 S
7 C OSPF OSPF 5
8 C o o 3
9 Ba C \ STPn o 3

No ‘ " 35Ng¢”

Nog No Nov ~ N¢~
1 h h 2
2 o IP IPG 4
3 OSPF OSPF 6
4 OSPF OSPF 4
5 yo 1
6 PPPY  ~ PAPY 6
. . EIONSOLEo o D o
o O

7 B . ) 4

Ne 53° " BNg”

Neog Ne Noy = N¢”
o - A v 3
a a f 2

166




Ne E 3 " 10N¢”

~ Nep Ne Noy ~ Ng
1 Fs3 1 b a a 4
2 3 | T 4 Ae 3
3 n n C n b 3
30 Tt 2-10
T 1" K F
ABC T 4 v M" e M~ G T
b v v Wal v A
Y orae M £ A
v 1000~ v WEB F
b A Ma 172.16.30.0/24 ~ 73Now 4a VLAN a
L3a VLAN W No a a ” le VLANy
v T We IPbuw 7 , Wa IPNe
h A
w G " T2 \ b/ H @
v Noz il S S b 0 Y
o Ag OSPFY 22 Mg T OSPFM a M 0 G
’ V H L~ ’ 0
N S VR ¥ v STP s I
Au G n- L L b'H
VLAN20T h A "H VLANIOT h %2

AABC T |7; ‘

167



KFW' Ne " 10Ng”
IP No ~ QT
\ .docxL A
T v VLAN 7
VLAN -
VLAN10 172.16.30.0 | 255.255.255.192
VLAN20
VLAN30
7
" 1P .
VLAN10
VLAN20
VLAN30
-3 €
o o IP
v 10.10.10.1 255.255.255. 252
v 10.10.10.2 255.255.255. 252
10.10.10.5 255.255.255. 252
10.10.10.6 255.255.255. 252
v 10.10.10.9 255.255.255. 252
v 10.10.10.10 | 255.255.255.252
oy b £

168




1P
10.10.10.13 255.255.255.252
10.10.10.14 255.255.255.252

ww ;:2.16.30.10 255.255.255.192
K FH' be ° 10Ng
W 3 - )
a - v W [ HWIC-2TL A
~ 3Ng”
Y . 6 A~ 2Ng”

% [} 03 AT GO/T o b
GO/T" o v Ab BH FO/23 o - Ab CH
FO/24 o v B FO/24 o b~ C F0/23 o
Aa vyo V A S0/0/T yo V

C S0/0/T yo ° yo / A S0/0/0

" Yo / B S0/0/0° yo ° Yo
V C S0/0/0° yo V B S0/0/1° yo A
ww ok ’ C FO/L ~ PC ’ B
FO/16 ~ PC ’ B FO/6& ~ PC

C FO/2> A~ 5N

K K27 " 30Ng”

W Ad Ba C v ’ A h W
SWITCHA B h w SWITCHB C h w SWITCHCA

" 1.5N¢”

169



-

~

Yu=, N A
A3 BA C CONSOLE o Duw CONA ~ o D 4 ENABLEAA
" 3N¢”
% VLAN AT < 3@ VLANA
F0/233 FO/24 w TRUNK A"~ 2Ng
Y VLAN BAC: - 3@ VLAN Ne
7 FO/1-5 o ¥ ~ [ VLANIOT~  F0/6-15 o v ~ |
VLAN20T®  F0/16-21 o ¥ ~ [ VLAN3OT’ FO/233a F0/24
w TRUNK A~ 7N
Z WwwF MAC b~ C o FO/1 ’
0 MAC vwul “ MAC b -
0 * 7 AT 3N
z A3BaC \ Av A
R\
Y Az wo IP ' L
0 IPG A~ 4Ng
z IP A VLAN o IPG ~ E° P
VLAN A~ 3Ng
Z A: 1M  OSPF s T T
T EN P e A~ 2.5Ng
KF " 35Ng¢”
W A3BAC v Ah W ROUTERA
B h W ROUTERB C h w ROUTERCA™~ 3

170



Yu=, N A

Ad BaC CONSOLE o Dy w 123456 o Dy
ABCDEA"~ 6Ng¢
% IP  Ne AABAC o IP A"~ 7Ng
Y 3 1M OSPF A Y
A OSPFY g 2@ M e A" TN
Z AABAC  OSPF ~ W MD5 Y

123456~ A~ 6Nd

z A3 Ba CH e “a PPPY A 6N
b :
G ° w {uwu A
v Lp o' H | \' .docxL
Ly ¥ D" [ Bl 1 ex\
\ T \2-10 w wo A
Y% B :' a showrunning-config 9~ 5 I
Nez G | XT »T° [ B 1 e\
\ 7 \2-10\*.txtA o Y LI A
b G ul’ A.txtl A
v [ V o.docxk T I TXT » L [ U
| - |7; b, A
~ 5
W b
. 5 (ijgiz}z.OGsz;j:—“ 0

171



- - -
H @ Y 0 packettracet 29117
n . -
H 0 100Mbps packettracet 2960™
n - =~
22 0 100Mbps packettracet 35607 )
- CPU4 2.0GHZY::~ p b v
2GBy: = packettracern
Y »
o)
b Windows7 Y 67
packettracer 7.3.3 Y 67.3.3
WE » MicrosoftOffice2010 " Y 62010
L T -
o) Visio2010
packettracer ppt
~ g
120Ne A
47 Ne %o
Noe W' Ne b " 10Ng¢”
- \[Ts No Nov ~ N¢~
~ h Q 1.25
IP IP 0 3.75

172




3 o D o D .5
4 VLAN7: Ne VA= 5
o Ne# v VLAN
5 TRUNK TRUNK o .5
6 C °o n o n
. \ STP n @
8 w
9 Rz 0 . 0
10 OSPF OSPF .5
Neo ' " 35Ng¢”
- Nep Ne Nov = Ng¢
1 h h 3
2 CONSOLE B CONSOLE B 3
3 o D o D 3
4 o IP IPG 7
5 OSPF OSPF 7
6 OSPF OSPF 6
7 PPPY 6
Noe 7' " BNg”
g Neg Ne Nov ~ Ng
- = a i 3
a a f 2
Ne E° 3 " 10Ng”
g Neg Ne Nov = Ng”
1 F3 1 b a a a 4
2 3 1 ra Ae ) ) 3
¥
3 n n- C ) n b 3
- b b

n

173




31. “ * 3-1 Windows Server b b

~ 1" K F
AE” A T F " g T E
T W F ° G b EH )
ES P 3 FH = D" Ne ~ 'E

a  Windows ~ A

h F Windows Server b i
- Foo WEB + A NeM
= "G e ' kKF
’ F i T a
) ’ F 3 F )
’ F ) v
NeM ~ Az 11S F :: E
*~ WEB ¥ D b3k v E b 3k
A
KFW' = b ~ 20Ng”
W VMware 3t Windows Server 2012 RZ
[ E:\ \WIN2012 T p Ne u 2GB W 110G
SCSI o © N a NAT A~ 10Ng
\% w [ Windows Server 2012 R2 Standard GUI
F " LA NeM N° C 40G D 20G Vv,

Ne E A Administrator 4 jnkh.2020A" 10Ng¢”
K FR' b " 30Ng”
W \VIP v 192.168.1.11 W 255.255.255.0°

174



"y 192.168.1.2A" 3No

\% - guanli IT it = ulau2a
u3 ula u2 G it - u3 G guanli A~ 7N¢

y C = p  C:\Web A ) Yy
AdministratorsaSYSTEMAguanli n L~ Usersi 0 a
1%  p p a o A~ 15Ng

Y ¥ H 20Ga SCSI o T H

¥ \ 106G - Wae MAy° 7y GA
~ BNg”

K 2" WW " 20Ng”

W  Windows Server T 11S F ) 1IST
Web I AE L~ h alp 0
Noz w C:\Web A" 1Py 192.168.1.11/24a o 80 WEB

W 100 w120 A" 10Ng

Y - h W jnkh.htma h b u'

AE" L™ a |IE A~ 10N¢”

KF DHCP F ~ 15Ng¢”

W DHCP F D < b o " P ‘
192.168.1.1/24-192.168.1.254/24" DNS' 192.168.1.2" T
192.168.1.2 * 192.168.1.1-20A" 12Ng¢"

Y DHCP O IP A DNSG A~ 3Ng

A )

W b b

=y

CPU4 2.0GHZY:':~ p

8GBY: ¢

175




Y b
g )
1 b indowsl10 Windows7 648
B} , 12.0 648
2 NVMware Workstation [12.0 y:: b T
3 WE »b Microsoft Office 2013 Y 6 2013
indows Server 2012
4 N . 150 » G T b
R2 (%) E
5 indows7 \ g NAT
~ g
120Ne A
T4 Ne ¢
Ne W' s b " 20Ng¢”
g Neg Ne Nov = N¢”
P 2Ng 2Ng
1 B 10
0 2No \ 4Ne
b b
NV Nev Ca D N 4Ne
Ne H' b " 30N¢g”
g Neg Ne Nev = Ng”
1 IP a a " NC1Ne 3
o w 3Ng = w 2Ng
2 7
Ne 2No
@ N3NS \
3 ) 15
# b 3Ne
4 NV = w 3N¢g 2Ne 5
No 272 * WW  F~ 20Ng
g Nep Ne Nev = N¢”
1 11S 11S w 2
v h alp a o a a
2 | u _ 10
a Wae 2Ne
3 h - W3NS h p 2Ne
4
No ) DHCP F ~ 15N¢”
- Neg Ne Nev = Ng”
F w




177

IP a " a ADNS W a
3 b a 5
2No
4 0 a 3
Ne 53° " BN¢”
g Nep Ne Nov = N¢
- - A v 3
a a T 2
Ne E 3 " 10N
- Nep Ne Nev = N¢
1 F3 1 b a a a 4
2 | ra Ae 3
3 ¥
3 n n- C n b 3
32. “ ' 3-2 Windows Server b b
~ 1" K F
Bo 3 AT ) F € T 03
T w3 B E" p T W F T oa
Windows G DNS F ° W a FTP p
D/ A
h F D N F
DNS + AaFTP + Az DNS F ) L 'ET FTP F
Az FTP + Az FIP F E P L
22D /A
KFW' - b ~ 20Ng”
W  VMware Windows Server 2012 RZ
[ E:\ \WIN2012 T p Ne 4 2GB y 120G
SCSI o © N\ a NAT A~ 10Ng
Y w [ Windows Server 2012 R2 Standard GUI




F LA NeM ' C 506 D 30G V¥,

Ne E A Administrator 4 jnkh.2020A" 10Ng”

KFR D ~ 30N¢”

W \ IP ¥ 192.168.1.17 W 255.255.255.0
"y 192.168.1.7 DNS F IP4 192.168.1.12A 4N¢

Y - ul BO1L &I BO2L H @ - w [ Guanlil
[ Putongl H @ A BOL v~ T GuanliL~
BO2v ~ I Putongk A~ 6N¢
y C = p C:\FTP_F ) Y
Administratorsa SYSTEMA guanli n L~ Everyonel 0

al¥F »p p a o A~ 15Ng

Y o v H 30Ga SCSI o Y H
¥ \ 206 - Wa "E{° 7y GA
" BNg”
K E72° DNS F~ 15Ng”
W DNS F »~ - h M v W
jnkh_b.com~ % DNS F h W * dns.jnkh_b.cof
IPy 192.168.1.12"" DNS | # « ftp.jnkh_b.comA <
IPvAT Mo DNS A~ 12Ng
\% Fos DNS CMD o g I nslookupL D

ftp.jnkh_b.com A~ 3Ng
KFE FTP " 20Ng
W FTIP + ~  F 0 FIP  ° "
I BE® FTPL~ h W C:\FTP BL "~ M -

178



t w7z "H BO1 Q b i A 13Ng
Ya ftp o ftp.jnkh b.com a BO1 -
- a, D - p [ BOlL Ag BO2 FTP
A~ TNg
2 15)
W P b
1 T CPU4 2.0GHZy:':~ p  8GBY:':
Y b
g P
1 b indows10 Windows7 648
- . 12.0 64P
2 NVMware Workstation [12.0 y:: T
3 WE » Microsoft Office 2013 Y & 2013
indows Server 2012
4 . ) IS0 » G T b
R2 & E
~ g
120Ne A
T4 Ne 3
Ne W = b ~ 20N¢g”
g Neg Ne Nev = Ng”
P 2Ng 2Ng
1 . 10
0 2No \ 4Ne
b b
N\ NeM Ca D \ 4Ne
Ne R b " 30N¢”
- Neg No Nov = Ng~
IP 2 a T a DNS
1 4
F o\ 1Ne
- Ww2Ns < w 2Ng
2 6
Neo 2No
@ N3Ng \
3 P 15
E2 L 3Ne
4 N o w 3Ng 2Ne 5




Ne 272 ° DNS F~ 15N¢”
g Nep Ne Nov = N¢”
1 NS w 2
h M = w1 h M =
2 M = . 4
w Wa 2Ne
v h aE a wWae 2
3 o 6
Neo
4 nslookup D w 3
No ' FTP F ~ 20N¢”
- Nep Ne Novy = N¢”
w 3
a a t X 5Ne 10
3 a B0l wW2NS = 5] 7
W3NS a  B02 FTP 2Ne
Ne 5° " BN¢g”
g Nef Ne Nov ~ Ng”
- - 3 7 3
a a i 2
Ne E 3 " 10Ng”
g Nop Ne Nov = N¢
1 F3 1 b a a a 4
2 i ra Ae ) ) 3
3 ¥
3 n n- C N n bo 3
33. * ' 3-3 Windows Server b b
~ 1" K E
CE™ Al Y "€ T E
T W F ° G b EH )
p g 6 - Ne ~ E° _ a
Windows ~ A
h F D N Fo

180




DNS F aWEB F FIP  “# DNS F wuwp L

N

'ET WEB FTP FAz WEB F =t E
WEB =~ Y D L3F v E b 3 F A
Z FTP + wWE P L 3+ D /N FA
KFW' = b ~ 20Ng”
W VMware 3t Windows Server 2012 RZ
[ Ex\ \WIN2012 T~ p Ne w 2GB W 1306
SCSI o © N a NAT A~ 10Ng
Y w [ Windows Server 2012 R2 Standard GUI
F " LA NaM M1° C 60G D 406G Vv,

Ne E A Administrator 4 jnkh.2020A" 10Ng”

KFR D ~ 30N¢”

W \ IP 4 192.168.1.13 W 255.255.255.0
"y 192.168.1.7 DNS F IP4 192.168.1.13A 4N¢

Y - wl COlL &l CO2L H @ - Wl -
I L He A cor v~ T L~
co2v ~ I L A~ 6Ng
y C = D C:\Web C 1) Y
Administratorsd SYSTEM n L~ Usersi 0 al *

p p a o A"~ 15Ng
Y 3 ¥ H 40Ga SCSI o H
¥ N 10G e We Mi° T 7 4 GA
K Bz ° DNS F~ 15N¢”

181



~

w DNS F P o h M M Y

jnkh_c.com ¥ H h W ' www.jnkh_c.cor 1Py
192.168.1.13~ & ftp.jnkh_c.corf IPy 192.168.1.13° A" 15
No™

\% 3 DNS CMD o a I nslookup D

www . Jnkh_c.coma ftp.jnkh_c.com A~ 5Ng

KEF WW  F~ 10Ng¢”

W  Windows Server T 11S F ) 1IST
Web I CE L~ h w C:\Web CA 5
No™

Y - h W c.htma h o w' T C
E” L A® 5N

KFn' FTP F ~ 10N¢”

W FIP v »° FTP + 1 ' y ’
v M A~ 6Ng

\% FTP F"a ftp 9 Ne# \ b

A~ AN

A 1)

W b P

1 T CPU4 2.0GHZy:::~ p  8GBY:':

Y b

g b

1 b indows10 Windows7 648

2 Mware Workstation [12.0 y:': 120 T o4

3 WE » Microsoft Office 2013 | y & 2013

182



http://www.jncc.com/

indows Server 2012
R . I1ISO » G T b
R2 W E
~ 3
120Ne A
T4 Ne g
Ne W' = b ~ 20Ng”
g Nef Ne Nev = Ng”
p 2NG 2NS
1 3 10
) 2Ng \ 4Ne
b b
NoM Nev Ca D N 4Ne
Ne K b " 30Ng”
g Neg Ne Nev = Ng”
1P a a a DNS
1 4
F N 1INe
5 = w 2Ng = w 2N¢g 6
No 2Ne
@ N4NS \
3 5] 15
# b 3Ne
4 NM = w 3N¢ 2No 5
No 27z ° DNS F~ 15Nd”
g Nep Ne Nev = N¢”
1 DNS F w 3
2 b M = h M = w 4
3 (& h Wae 2Ne 4
4 nslookup D w 4
Ne ‘ WW "~ 10Ng”
g Neg Ne Nev = Ng”
1 |IIS 1S wW 2
2 [ eb ah Wa 2Ne 4
3 h = wiNe h p 1Ne 2
4 2
Ne 53° FTP F 7~ 10N¢”
g Nep Ne Nev = N¢”
F w 2
a \ 2Ng 7 M 2Ne 4
D] \ b 4

183




Nep No Nov ~ N¢”
o = a 7
a i 2
No #° 3 " 10Ng”
- Nep Ne Nov = Ng¢”
1 F3 1 b a a 2 4
) I [ a Ae 3
; ¥
3 n n C n b 3
34. “ ' 3-4 Windows Server b b
N '
DE” At T " g T E
T B W F ° 6 E W v Neo
BT _ g Windows = A
h F b ) F
DNS Fa - DHCP F~ # DNS F w4 p L
F Az T F WOT v
n A# DHCP F " Ne IP & 7 aDNS
TH Ui b A
KFW' = b " 20Ng¢”
W VMware 3t Windows Server 2012 RZ
[ E:\ \WIN2012 T p Ne u 2GB w 140G
SCSI o ~ N a NAT A~ 10Ng
\% w [ Windows Server 2012 R2 Standard GUI

“ LA NeM M C 706 D 306G v,

184



Ne E A Administrator 4 jnkh.2020A" 10Ng

K F R b " 30Ng¢”

W VIP v 192.168.1.14 W 255.255.255.0°
Ty 192.168.1.2 DNS F  IP4 192.168.1.14A 4Ng

\% " v w jnkh_d.com 1 BT L A
~ 10N¢g”
¥ Y BT L T - D013 DO2H @ -
I LI L~ DOlv ~ ' L~
DO2¢v ~ ’ L A~ 10N
Y 3 ¥z 30Ga SCSI o T
¥ N 206 < W a RAID-5Y ~ STy
GA™ 6Ng
K FE32° DNS F~ 15N¢”
W ¥ W h 4 ' dns.jnkh_d.com 1Py
192.168.1.14" ~ E” DNS F WEB F aFTP F
Ty z wwww FtpA~ 10N
Y CMD o g I nslookup ® www. jnkh_d.com &

ftp.jnkh_d.com A~ 5N¢

KEF DHCP F = 20N¢”

W DHCP F ®~ = b a  ow'oIp ‘
192.168.1.21/24-192.168.1.254/24 DNS 192.168.1.14 T
192.168.1.7 4 B W Guanli MAC 4 00-
0C-29-12-34-56" Ne IP 192.168.1.80A~ 15Ng”

\% 3 DHCP O IP  aDNSa A~ 5Ng

185



2" 15)
W D b
T CPU4 2.0GHZy:':~ p  8GBY:':
Y b
~ D
1 b indows10 Windows7 648
. ‘ 12.0 648
2 |WMware Workstation [12.0 y:: b T
3 WE » Microsoft Office 2013 Y & 2013
indows Server 2012
4 R " I1ISO b G T b
R2 A E
5 indows? \ g NAT
~ g
120Ne A
"4 Ne
Ne W' = b ~ 20Nc”
g Nep Ne Nev = N¢”
P 2N 2Ng
1 . 10
0 2No \ 4No
b b
NeM NeM Ca D N 4Ne
Ne R b " 30N¢”
g Nep Ne Nev = N¢”
IP 2 a T a DNS
1 4
F o \CINe
B W 6Ng 2Ng
2 B 10
1B = w 2Ne
3 = w 2Ng = w 2Ng 10
Ne 4Ng L BoG B 2Ne
4 NoM = w 3Ng 3Ne 6
No 272 ° DNS F~ 15N¢”
- Neg Ne Nev = Ng”
h h 4
Z Z @ 3Ne 6

186




‘ 3 ‘ ‘ nslookup D w 5
Ne ‘ DHCP F ~ 20Ng”
- Nep Ne Nov = N¢”
b [ w 3Ng 2Ne
b o b - w
v 1P a " acéG aDNS We
3 b a 8
2No
4 0 a 5
Ne 7° " BNo”
- Nep Ne Nov = Ng¢”
= = é i 3
a a f 2
Ne E° 3 ~ 10Ng”
- Nep Ne Nov = Ng¢”
1 F3 1 b a a a 4
) i [ a Ae - 5
? ¥
3 n n~ c n b 3
35. ' 3-5 Windows Server b b
T 1" KFE
EE" At N F T e v E
T VW F ° G D ‘E” a E 3 F
- E P L A N T E _
a Windows ~ A
h F b - F
DNS FaWEB F DHCP F~ # DNS F wp L
FAZ WEB F LW F D "E” "3 FA
Zz DHCP F “ Ne IP a ~ aDNS "H ~
b A

187




KEFW' = b ~ 20Ng¢”
W  VMware Windows Server 2012 RZ
[ E:\ \WIN2012 T p Ne u 2GB W 150G
SCSI o = VN a NAT A~ 10N
Y W [ Windows Server 2012 R2 Standard GUI
F LA NeM M C 60G D 506 Vv,
Ne E A Administrator 4 jnkh.2020A" 10Ng
K F R b " 30Ng”
W VP 4 192.168.1.15 W 255.255.255.0°
Ty 192.168.1.2 DNS F  IPw 192.168.1.15A 4Ng
Y - ul EOLL &I EO2L H @ - [ WL
[,z L He A EO1 v~ | WL~
EO2v ~ [ . z L A~ 6Ng
y C = p C:\Web FE D Y
Administratorsa SYSTEMA [ WL n L Usersi 0
alt%¥ o p a b A~ 15Ng”
\'4 N v T I L
a v 4 83 a, w3 A
T I Ne L ‘' E02 W |
L A~ 5Ng
K F3 DNS F~ 15Ng”
W DNS F p~ = ai h M ~ 'E” WEB
W ° www. jnkh_e.cof IPy 192.168.1.15°° E-  WEB
- FTP K “wi £ u ftp E WEB

188



189



3 WE »b

indows Server
R2 @ "E

~ 20Ng”

Nov = Ne¢~

0 2N¢

2Ng
\ 4Ne

10

Nev Ca D

N 4Ne

A~

190

30




Ne E 3 " 10N¢”
- Nep Ne Nov ~ Ng”
1 F3 1 b 2 a a 4
) s ) ra Ae 3
3 n n ¥ n b 3
36. “ ' 3-6 Windows Server b b
" 1" K F
FE™ AT TF " g T E
B W F ° 6 E p 0 H yi
x L' D /1N " A N ~ E° _
a_ Windows ~ A
h F b N F
DHCP A WEB + FTP FA# DHCP F " Ne IP a
TAbDNs T H b Az WEB F L
ww FT o ET P 0 H Az FTP F E
L' D /I A
KFW' = b ~ 20Ng”
W VMware 3t Windows Server 2012 RZ
[ E:\ \WIN2012 T p Ne u 2GB w 160G
SCSI o © N g NAT A~ 10Ng
Y w [ Windows Server 2012 R2 Standard GUI
F " LA NeM ' C 506 D 506 V¥,

Ne E A Administrator 4 jnkh.2020A" 10Ng¢”

191



A

K FHR' b " 30N¢g”
W VP 4 192.168.1.16 W 255.255.255.0°
Ty 192.168.1.2 DNS F  IPw 192.168.1.16A 4Ng
\'% " - w jnkh_f.con VBT IT LA
10Ng”
% YBT IT LT - FOlAFO2H e v
I LT L~ FOly ~ I L~
FO2v ~ I L A~ 10Ng
Y ¥ W 606a SCSI o -
¥ A . wWGPT ~ = 306 h NeM ~ T
GA”~ 6Ng
K F72° WEB F ~ 20N¢”
W  Windows Server T 11S F - HIST
I FE© p -~ h W C:\Web FI
o 4 8080 h w fl.htn h b u'l FE® p L A
L I FE* p - 4w 100 L I FE* p
|- w4096 T bH I FE* p L~
M A~ 15Ng
Y - I FE® L, h W
C:\Web_F h w f_.htni h pow' I FE”
L A~ 3Ng
¥y a P b A~ 2Ng
KE FTP + ~ 15N¢
W FIP + »~ FTP F ¢ A y !

192



"H 32D w 100A" 10Ng”
\% F o FTP F g ftp D Ne# \
A~ BN
- b
W b P
1 T CPU4 2.0GHZy:':~ p  8GBY:':
Y b
o D
1 b indows10 Windows7 648
. . 12.0 648
2 NVMware Workstation [12.0 y:: T
3 WE » Microsoft Office 2013 | y & 2013
indows Server 2012
4 i . 150 » G T b
R2 & E
~ g
120Ne A
T4 Ne ¢
Ne W = b ~ 20Ng”
g Neg Ne Nev = Ng”
P 2NS 2NS
1 . 10
0 2No \ 4Ne
b b
NeM NeM Ca D N 4Ne
Ne H' b " 30Ng¢”
~ Nep Ne Nov = Ng¢”
IP a a T a DNS
1 4
F '},(1N9
] - w 6N 2NG
2 10
1B o w 2Ne
3 o w 2N¢g o w 2Ng 10
Ne 4No L B g B 2Ne
4 NV = w 3Ng 3Ne 6

193




194

No 27z WEB F = 20Ng¢”
Nep No Nov ~ Ng~
11S 1S w 2
P h a o ah a
P a L @& 2N¢ ™ 13
3Ne
h INea h 2Ne
H @ " @ 1INe
No ' FTP F = 15Ng¢”
) Nep Ne Novy = N¢”
F w 3
. \ a =D a L §e
“ 3Ne )
y a N ING 5
D 1Ne
Noe 53° ~ BN¢”
Nop Ne Nov = N¢~
- - a " 3
a a f 2
Ne E " 10N¢”




DNS Fa - FIP v~ # DNS F wp L

F Az T - WoOT v
n Az FTP F 4wE p L 3t D /N
" A
KFW' = b ~ 20Ng”
W VMware 3t Windows Server 2012 RZ
[ Ex\ \WIN2012 T~ p Ne w 2GB W 1706
SCSI o © N a NAT A~ 10Ng
Y w [ Windows Server 2012 R2 Standard GUI
F " LA NaM 1 C 80G D 506 Vv,

Ne E A Administrator 4 jnkh.2020A" 10Ng”

KFR D ~ 30N¢”

W \ IP W 192.168.1.17 W 255.255.255.0
"y 192.168.1.7 DNS F IP4 192.168.1.17A 4N¢

\% " - w jnkh_g.com 1 BT L A
~ 10Ng
Y Yy BT L T - G013 G02H @ v
[ Admink T L~ GOly ~ [ AdminlL ~
G02v ~ I L A~ 10Ng
Y o ¥ H 50Ga SCSI o Y H
¥ \ 306 - Wae "EV° 7y GA
" B6N¢”
K K2 DNS F~ 10Ng

W ¥ W h W dns.jnkh_g.com™ 1Py

195



192.168.1.17" ~ E" DNS F FTIP F ~ wi
# u ftpA~ 5Ng

Y 3t DNS CMD o a I nslookupl D

dns.jnkh_g.coma ftp.jnkh g.com A~ BNg

KFE FIP F = 25N¢
W FIP + »° FTP F+ 3 '~ 6014602
7 h Y Q p” % 7 1 ’
N - b p’ Y
1000 - "H 192.168.1.0/24 IP FIP + A" 19N¢

Y FIP +"a ftp D Ne#z G013 GO02

p W D p A" 6N
t 7 5]
W P b
1 T CPU4 2.0GHZy:::~ p  8GBY:::
Y »
g P
1 b indows10 Windows7 648
. ‘ 12.0 648
2 |VWMware Workstation [12.0 y:: b T
3 WE » Microsoft Office 2013 Y G 2013
indows Server 2012

4 N " ISO o G T b

R2 ®© E
~ g
120Ne A
"4 Ne

Ne W' = b © 20Ng”
~ Nep Ne Novy = Ng¢”

1 P 2NS 2Ng 10

196



197

) 2N¢ \ 4Ne
b b
NoM Nev Ca D N 4Ne
Ne K " 30Ng”
Nep No Nov ~ N¢~
1P a a " a DNS
F N 1Ne ‘
B W 6N 2N¢
¥ B o w 2Ne 10
- w 2Ng = w 2Ng 10
Ne 4No L B g B 2Ne
NV = w 3N 3Ne 6
No 27z DNS F~ 10Ng¢”
) Nep Ne Nov = Ng”
h h 4




38. “ ' 3-8 Windows Server b b
"1 Kk
H At T " g -
Wy B v 7 W -
T kY Y OB Ty L D /N - Ne
v a_ Windows ~ A
h - b v =
DNS F aDHCP F FTIP F ~# DNS F v L FTP
F A%z DHCP F " Ne IP & 7 aDNS
TH b Az FTP F oy L
' D /I F T A
KFW' = b " 20Ng¢”
W VMware 3t Windows Server 2012 RZ
[ E:\ \WIN2012 T p Ne w 26F W 180G
SCSI o © N a NAT A~ 10Ng
\% w [ Windows Server 2012 R2 Standard GUI
F " LA NaM 1° C 80G D 406G v,
Ne E A Administrator  w jnkh.2020A" 10Ng
K F R b ~ 30N¢”
W \ IP 4 192.168.1.18 W 255.255.255.0
"y 192.168.1.7 DNS F  IPw 192.168.1.18A 4Ng
Y - ul HOLL &I HO2L H @ - W | -
[ L He A HOL v~ I .~

HO2v ~ T L A~ 6Ng”

198



N

y C o b C:\FTP_H 1) Y
Administratorsa SYSTEMa I L n L Everyonei 0

al¥F p p a o A~ 15Ng¢

\% T I L a
v W 83 a w2 - L A w 1A
T ¥ No L ‘ HO2 Y I
L A" 5No
K F R DNS F~ 15N¢”
W DNS F b~ = h M~ M Y
jnkh_h_com~ & DNS F h W ' dns.jnkh_h_cof
IPy 192.168.1.18"" DNS | # « ftp.jnkh_h.comA «
IPvAT I DNS A~ 12Ng
Y 3 DNS CMD o a I nslookupl ©

ftp_jnkh_h.com A~ 3N¢
K E72° DHCP F~ 10N¢”
W DHCP F ®~ - b a v P ‘
192.168.1.21/24-192.168.1.200/24 DNS' 192.168.1.18 ™
192.168.1.2A" 8Ng

\% 3t DHCP O IP A DNSG A~ 2Ng

KF FTP + ~ 10N¢

W FIP + »° FTP F+ 1 A FTP Y
C:\FTP_H \ ’ ’ w 100A
~ 8N¢”

\% ftp FTP k-~ FTP b A 2N

199



2- b
W P b
T CPU4 2.0GHZy:':~ p  8GBY:':
Y b
) P
1 b indows10 Windows7 648
. ‘ 12.0 648
2 |WMware Workstation [12.0 y:: b T
3 WE » Microsoft Office 2013 | y & 2013
indows Server 2012
4 R " I1ISO b G T b
R2 A E
5 indows7 \ g NAT
~ g
120Ne A
"4 Ne ¢
Ne W = b ~ 20N¢”
g Nep Ne Nev = N¢”
p 2N 2Ng
1 3 10
0 2No \ 4No
b b
NeM NeM Ca D N 4Ne
Ne K b ~ 30Ng¢”
g Nep Ne Nev = N¢”
IP 2 a T a DNS
1 4
F o\ INe
- w 2Ng = w 2Ng
2 6
Neo 2No
@ N3N \
3 ] ' 15
E2 L 3Ne
4 | INe 5
No 272 ° DNS F~ 15N¢”
- Neg Ne Nev = Ng”
1 NS F w 2
h M o wi h M o
2 M - S 4
w Wae 2Ne

200




v h a# a Wae 2
3 o 6
Ne
4 nslookup D w 3
Ne 272 ° DHCP F~ 10Ng¢”
g Nep Ne Nov = N¢”
F w 2
b a IP a " ADNS Wae 2Ne 6
0 a 2
No ' FTP F ~ 10N¢”
- Nep Ne Nov = Ng”
FTP A\ a a
1 o L 8
2Ne
2 FTP w 1Ng P 1Ne 2
Ne 53° " BN¢”
g Nep Ne Nev = N¢
=1 =1 é_ ¥
a a i
Ne E' 3 " 10N¢”
- Nep Ne Nov = Ng¢
1 F3 1 b a a a 4
) _ [ a Ae - 3
3 ¥
3 n n- C - n b 3
39. “ * 3-9 Windows Server b b
~ 1" kK F
I'E” At Y F ~ g o 3
T 4wz B E* p Y W F 7 g
Windows - - W @ FTP p ot
D /1 A
h F b - m
DNS F a - AFTP F A# DNS F L

201




T - n Az FP + E p ¢
D/ A
KFW' = b ~ 20N¢g”
W VMware 3t Windows Server 2012 RZ
[ E:\ \WIN2012 T p Ne u 2GB W 190G
SCSI o VN a NAT A~ 10Ng
\% w [ Windows Server 2012 R2 Standard GUI
F LA NeM ' C 900G D 606G v,

Ne E A Administrator 4 jnkh.2020A" 10Ng

K FHR' b " 30Ng¢”

W VIP v 192.168.1.19 W 255.255.255.0°
Ty 192.168.1.2 DNS F  IP4 192.168.1.19A 4Ng

\% " - w jnkh_i.com 1 BT L A
" 10N¢”

g 1B T L T < 101ai02H @ 7

¥ L T L~ 101y ~ ¥ L~
102v ~ I L A" 10Ng
Y 3 ¥:'2 80Ga SCSI o T
\% N 506 = W a RAID-5Y ~ Ty

GA™ 6Ng

K E32° DNS F~ 15N¢”

w ¢ W h W dns._jnkh_i.com™ 1Py

192.168.1.19°° 'E° DNS  F FTP F 7wl

202



# u ftp w dns.jnkh_i.com ¥ A~ 10Ng
Y CMD o g I nslookup ® dns.jnkh_i.com a
ftp.jnkh_i.com A~ 5N¢

KF FTP F~ 20Ng”
W FIP v »~ FTP + % N b “p
01,1027 h A - b

p A™ 15Ng

Y FTP " a ftp D Noz 1013 i02

e 5]
W D b
1 T CPU4 2.0GHZy:':~ p  8GBY:':
Y »
~ )
1 b indows10 Windows7 648
. ‘ 12.0 648

2 |WMware Workstation [12.0 y:: T
3 WE » Microsoft Office 2013 | y & 2013

indows Server 2012
4 R " I1ISO b G T b

R2 & E
~ 3
120Ne A
T4 Ne g

Ne W' = b " 20N¢g”
- Nep Ne Nov ~ No”

b 2Ng 2Ng
1 . 10
0 2No \ 4No
b b
NoM NeM Ca D N 4Ne

203



204

Ne K b " 30Ng”
- Nep Ne Nov = N¢”
1P a a " a DNS
1 4
F N 1INe
. - W 6Ng 2Ng
2 10
1P = w 2Ne
- w 2Ng = w 2Ng
3 . 10
Ne 4Ng L PBe 2Ne
4 NoM = w 3Ng 3Ne 6
Ne 272 ° DNS F~ 15N¢”
- Nep Ne Nev = N¢”
1 |h h 4
2 # 3
3 3
4 nslookup D w 5
No ' FTP F ~ 20N¢”
- Nep Ne Nev = N¢”
1 F w 4
2 [ - 6Ng 4Ne 10
Q@ FTP w 1N¢ INg
3 . 6
M 1Ne
Ne 5° " BN¢g”
g Nep Ne Nev = N¢
- - 3 v 3
a a i 2
Ne E 3 " 10N¢”
g Nep Ne Nev = N¢
1 F3 T b a 2 4
B} [ a Ae v -
2 3 | 3
¥
3 n n- C N n b 3
40. ' 3-10 Windows Server b b
1" K F




JE”

DNS F

aWEB F

cCa

FTP

205



Y C - p  C:\Web J o)
Administratorsa SYSTEMA [ L n L~ Usersi
al¥F p p a o A~ 15Ng¢
K Bz ° DNS F~ 15Ng”
w ¢ W h W ' dns.jnkh_j.com™

192.168.1.200 E° DNS F

206

Ca

IPy



207

" 4" Ne
Ne W' = b ~ 20N¢”
g Neg Ne Nov = N¢”
0 2Ng 2Ng
1 . 10
0 2No \ 4No
b b
NeM NeM Ca D N 4Ne
Ne R ~ 30N¢g”
g Nop Ne Nov = N¢”
1P a a " a DNS
1 4
F o \CINe
. } w 4Ng 2Ng
2 8
18 o w 2Ne
3 = w 2Ng = w 2N¢ g
Ne 2Ng L Be B 2Ne
@ N2Ng \
4 ) 10
E2 L 2Ne
No 572 ° DNS " 15Ng
- \[Ts No Nov ~ N¢~
1 h 4
2 [ z 3
3 3
4 nslookup D w 5
Ne ‘ W  F~ 20Ne”
- \[Ts No Nov ~ N¢~
1 11S 11S w 2
v h alp a o A 3
2 | “ _ 10
a Wa 2Ne
3 h =  w3Ng h § 2Ne
Noe 15’ " BN¢”
~ Nep Ne Nov = Ng”




1 F3 | b a a 4

) I [ a Ae 3
3 ¥

3 n n C n b 3

41. © ' 3-11 Linux b b

~ 1" K F

AE” ¥ ~ Internet E°

W F bBuwo3zFTP F ~

3 3
o ~ .

Y n
a v N ~ 'E° _ a Linux ~ b
h F Linux D a
aFTP F i b A
b v v 1 G
a N YUM FTP +  ~ FTP F
t b A
K FW = Linux " 20N¢”
W VMwareT - ) “ 1le CPU 2Gp ~ NAT
a SCSI a 40GA B w E:\
\jJnkh » T~ I LT I %o o
L o A~ 5Ng
Y 3 I - Linux b -
Nov 3 h A
NeM |7; '

/boot 500M

swap 26
208




A~ 5Nc

h " www.jnkh a.com

v W' 192.168.10.100° ‘
192.168.10.254A h

Iinux T I h
Y v lulu n
123456 = " 2Ng”
Z wo CRT h -~
No™
KFH D " 30Ng¢”
W T = A" groupA
groupAA D i A~ 5Ng
Y - /dir A
groupA ‘ "
" T A D i
y T v W
NoM ™ 78 Now @ h NoV
~ N W extd b A
\ ) \
A~ 3Ng
\ Nov ™ NoM )
v © NeM 1 Isblk
D @ Nov ~ NoM

209

I_
255.255.255.0

L

luluhan,

fulu

A/\
410G SCSI

T NM”T oy T

Isblk
5Ng”

D)

\

IP

~

A
A~ 5Nc

h

5Ng”

(o}

~
H t

Y


http://www.jnkh_a.com/

NoM sdbl /dir A T df o9
NeM T NeM a o b
Da df 9l A~ 5Ng
\'% N ' “"H FTP FA selinux
W permissiveA D i A~ 5Ng
K Kz " 35N¢g”
W D /mnt/yuni  Linux E B [
/mnt/yun D A~ 5Ng¢
Y /tmp/bak_yuri T Yum B omv D
yum  ® ~ [ /tmp/bak_yum ~ D A~ 3Ng
y  YUM b = local.repo b~ Yum
P~ Yum T [ r H ~ Yum © A
" 5Ne”
Y o A Yumy T p F vsftpd D 1
w A" 5N¢
Z ~ vfsftpd h p- 7 -
- " w /dir AA h ) k
D A" 5N¢
z * vsftpd F D i A~ 4N
Z /dir AT = testl, v p [ This is a
testl , b o A~ 3Ng
7 = 5 TP -

-

—_—z

lulu Is " )

210



e 5]
W D
CPU 4  2.0GHZy:::~ p  8GY:':
Y b
~ D
Windows 7/10 64 B
12.0
VMware Workstation | 12.0  y:': 64 B D
WE » Microsoft Office 2007 Y:':
. , G T
Linux Cent0S7/RHEL 7(1S0 ) b
~ g
120 Ne A
47 Ne %o
Ne W' o Linux 20 N¢”
Neg Ne Nov ~ N¢”
p a a a 3Ng G .
B INg - w 1Ne
NoM NeM 5
L h IPG 3Nea h 2Ne |5
1 2
CRT CRT :':th 3
Ne K b " 30Ng”
Nep Ne Nov = Ng~

211




=

groupA 3Ne

2Ng

luluh

Y

(=

2Ng

212

2Ng
1Ne




213

3 n n C n b 3
42. ' 3-1Z2 Linux b b
"1 KFE
AES W T o3~ E 3F0 0
b -~ Wao3 v 0 DNS F ~ E
W jnkh_b.con v v o7
n -~ a, ) No
B _ g Linux ~ b A h F
Linux b a a a DNS F
i b A
KFW = Linux " 20N¢”
W VMwareT - i [ E:\Linux
p T T p Ne w26B w 206 SCSI
o~ N\ g NAT A T LT I %o
- L o A~ 5Ng
Y I - Linux b -
T NeM & h A
Na . NeM L /T "o 1L
NeM A~ 5 Ng
v 'E h ‘ dns.jnkh_b.com F IP
- W' 192.168.10.10 ' 255.255.255.00 7 °
192.168.10.254A h " A
linux T T h - G A" 5



http://www.amy.com/

Y root W 123456 I root - "2
Ne™
Z w CRT h ~ CRT A~ 3
Ne™
KFrH D " 30N¢g”
W T - “ IT GIDw 2000A
userA h wITA b 91 id userA
A~ 2N¢
Y = /dir IT userA IT
R A D A~ 3Ng¢
% T v W - w 106G SCSI
R v Y M| -
A~ 2N¢
Y NeM © 75 NoW @ W 56 h NV~ Nev
Twl vl 75 Now NoM ™ NeM ™ w 2 Na
T 7:Now @ NeM™ NM™ w5 U v ~ NeM
“  Isblk D NaM © ofj A~ 5Ng”
z - sdbl sdb5Nav W extd o - b
D A~ 5Ng
7 - /CRT NeM 1 NoM 5Nz [ /dir_IT /CRT

NeM T NeM

Dadf of

214



~

A~ 5Ng”
Z = /mnt/cdrom  ~ ‘E DX | A
b D A" 3N
z N ' “"H DNS FA selinux
W permissiveA D i A~ 5Ng
K F2 " 35N¢”
Linux T DNS F~ k p named.conf Y
jncc.com v 192.168.10.0/24 DNS F wh
F A< \ D~ Th -
WEB F DNS A DNS F~ ¢
a_ nslookup D A
IP
W . jnce . com 192.168.10.10 WEB
dns. jncc. com 192.168.10.10 DNS F
W /tmp/yum _bak = yum C o yum T
o [ /tmp/yum_bakA D i A~ 2Ng
Y YUM b -~ local.repo o~ Yum
D" Yum T i rH - Yum B A
" BNg”
y YUM D DNS F~ RPM D bind p~
A b ol A~ 2N&
Yk h p named.conf h ~ u h
: F A D A~ 5N&
Z k named.rfcl912.zones ®~ ¥ jncc.com.zx
zoneM A wvp A (4No)
z =~ /var/named o p A WEB

215




F DNS F 5 ° b o 5
A~ 6Ng
Z ° DNS F o | A 3NG
z windows 1P DNS ping
192.168.10.10, A~ 5Ng”
Z nslookup DNS F~ -
A~ 3Ng
P .
W b
1 CPU 4 2.0GHZY::" p  8GY:':
Y b
- )
1 b Windows 7/10 64 B
2 VMware Workstation | 12.0  y:': 12.0 64
B b T
3 WE b Micr‘osoft Office 2007
yii:
4 Linix b CentOS7/RHEL 7(1S0 G T
E")
- g
120 Ne
T4 Ne %o
Ne W' - Linux ~ 20 N&”
- Nep No Ney® NG
1 - poa A & NG G B[,
1Ng w 1Ne

216




>} 2N NoM 3
2 NeM 5
Ne
3 b h IPG 3Nea h 2Ne 5
4 root root 2
4 CRT w” CRT =:': h 3
Ne R " 30N¢g”
Neog No Noy = Ng”
- © GID 2Ng -
1 b R 4
a 2No
o INg a
2 b . 3
1Ng 1INe
3 v O 1Nga w % 1Ne 2
4 NoM Nov 4Noa ) 1Ne 5
5 3
6 3Ng D 2No 5
7 o INg 2No 3
D) 3Ng selinux
8 n 5
Ne
Ne 22 ~ 35Ng”
Not N Ne v
(o] o]
P B ~ Ng”
1 Zsyum INe ° D] 1Ne 2
2 Yum Yum Dp 5
3 DNS F RPM D 1Ng 1Ne 2
4 DNS F Named.conf PP 5
~ named.rfcl912.zones b 1Ng
5 DNS F ¥ % jncc.com.zx zoneM 2 4
Ne v i  jncc.com.zx 1Ne
- ) 2No
6 DNS F , 6
p 4Ne
7 “ DNS D 2Ng - w 1No 3
8 DNS DNS 2Ng Ping DNS F  3Ne 5

217




DNS 3Ne 3
No ' 5No”
- Nep Ne Ney = N
- 3 i 3
a i 2
Ne 53° 3 " 10N¢g”
- Nep Ne Ney ~ N
F3 b a 2 4
3 | Ae 3
n C n b 3
43. ' 3-13 Linux b b
" 1" kK F
CEE W T o3 F ~ Internet E*
T W F bwo3 Samba F
. , - _—
7 ) a k A
N ~ E° _ a Linux ~ b A
h F Linux D a )
aw a o bA b
i i T
) N ) } ) YUM Samba
o b A
K FW Linux 20Ng”

218




W VMwareT = . [ E:\Linux
p T w1l p Ne 4 268 W 50G° SCSI
o " \ g A LT I %o
- L o A~ 5Ng
\% I |- Linux b -
T Nev A
NoV ‘
/boot  500M
swap 26
/ Vo
[ " N L A~ 3Ng
g root  u 123456 [ ROOT L A~ 2
No™
\% W oo A~ 3Ng
Z nmtui O IP " IP
) D Ip addr IP ) IP a ip addr
o) 1 Y I H LA™ 3Ng
4 h * samba.jnkh_c.com K )
D 1 A~ 2Ng
Z CRT =::h ~ A™ 2Ng
KFH D " 30Ng”
E5 He ' A BA peter & A
A b~ jack 6 B B DA Y
H b.  Nez v yim

219



/project_a p7 peter 0 2

va- ak 1 R b K v
b
/project_b p7 jack U &
va- ak 1 R b K v
b
/project p7 peterd jacky 1
ba wa- ak 1 Tir { 0
b A
VA (] " No# w prja prj_aa prj_b )
ID" Nez 4 1500,1501,1502 5! A" 3Ng
\% peter jackH @ v H @ UID" Nez
w 16003 1601A peter h prjd v prj
jack prj b \ prj D id
peterd id jack A~ 4Ng
% peter jackH @ - N
A~ ANG
Y - 22 @ * /project_aa /project_ba
/project D A~ 3N¢
Z Tk e - * /project_a
peter prj_a /project b jack
prj b /project root prj D)
A~ 3N

z k e ~ /project_a peteri

220



n , T R :

/project_b jacki n v [
T ' /project root prjil 1
iU 0 A o A~ 3Ng
Z® peter Tw /projecta /project aa
/project b 72 @ ) 3@ T P b Ne
# w testld test2d test3 ‘ D1
A~ 5No
z n ' "H samba F A
selinux W permissiveA D i A~ 5Ng
K F2 " 35N¢”
W /mnt/cdron 'E b [ mnt/cdrom
~ /fetc/yum.repos.d T - 4 D i A
" BNg”

Y  /etc/yum.repos.d T = local.repo b~

~

yum A cat O /etc/yum.repos.d/local . repo -5
No™

¥ RPM D samba F D i

A" B5Ng

YYUM DB samba F~ Di RPM D samba
F A~ 5Ng

z samba F h p smb.conf YTy -
¥ samba” o | D - 7P A

[public]

221



Path= /public/share
Public = yes
Writeable = yes

browseable = yes

~ 114 ~

\ Y oXi kK H
" 5N¢”
Z * samba F° D i A~ 3Ng
Z /public/share T - testl

testlT v p I This is the samba server testl A

y4 F st smbclient D samba F~
W public A~ 3Ng

-7 )

W b
1 1 CPU 4  2.0GHZy:':~ p  8GY:':

Y b

~ )
1 b Windows 7/10 64 P
) VMware 12.0 12.0
Workstation ’ L& 648 D T
3 WE » Microsoft Office 2007 y::
- - G T

4 Linux b CentOS7/RHEL 7(1SO  "E” )

~ g

120 No A

222



4" Ne %o
Ne W' = Linux 20 Ngo”
Nep Ne Nov™ Ng”
we T p a a a
- o 5
G B
NeM NeM 3
i Root 2
w - w 3
IP ip addr 3
h K h D 2
CRT CRT h w 2
Ne R b " 30N¢”
Nog Ne Nov ~ N¢”
3a = 1.5N¢ ID 1.5 3
Neo
b = D] 2Ne  UID 1Ng 4
Y 1Ne
D 4
- @ INe 3
. a D @ 3
1Ne
k @ 1Ne 3
® [ Peter 1Ng 3@
a a @ 1Ng ) 5
1N2A
3Ng  selinux 2
n 5
No
No 272 ° " 35Ng”
Nep Ne Noy = Ng~
INg X ‘E p w2 3
Ne
YUM - 5 2
local .repo= 1Ng 4Ne | 5

223




RPM ] 3Ng RPMA 5
- samba F ~
2 samba F . "
Yum D 2Ng Samba w2Ng¢ g
RPM 1No
3 ? 5 h ] D 1N9“ Y\ 5
1No 3Ne
4 © samba F ® samba D 2No  ~ w 1Ne 3
- INe o 1Ne
, 4
5 Y p 2No
samba F 2N¢ 0 3
P 1INe
No ' " BNg”
- Neog No Nov ~ N¢~
1 = - a " 3
2 a a i 2
Noe 53° 3 " 10N¢”
g Neg Ne Nov = N¢”
1 F3 1 b a a a 4
N [ a Ae v v
2 3 | 3
¥
3 n n- C N n b 3
44 . © ' 3-14 Linux b b
~ 1" K F
DE* W T o3~ E 3F0D
2 = We o3 - p WEB F E”
2, jnkh_d.comA - v
- ~ n - N(_) - ‘EX _ a.
Linux b A
h F Linux b a

224




a a Apache F l
b A b ) )
1 G a v YU W F www o -
o b A
K FW = Linux ~ 20Ng”
W VMwareT - } “ le CPU 2Gp ~ NAT
a SCcsl al * 20GA B w E:\
\jJnkh » T~ = 7 ¥ L A
~ BNg”
Y I GUI F L Linux D )
B 206 T osda” v } NeM A b
- I B A~ 5No
y root W 123456, W admin
v W 123456 w T v A~ 5
No™
Y E” h * www. jnkh d.con ok h v
K - D A W *  hostname
D h ~ D i A~ 5No
KF D " 30Ng¢”
W T v W 10G° SCSI o © ¥
- v oW I - A~ 3
No™
Y ¥ sdo NoM ™ 7sNey 2@ h NeM ™ h Noev 1w

56 h NoM 24 3G NoM - Isblk D NaM A

225


http://www.jnkh_d.com/

g 1t 7%Ne HaeahNM  y NI D s

Y « { testdata, ! e H @ { v~ {4 7

5 vy H A b o D i A~ 4N
Z [ testdatg: Ne= 1G { testdatal’ Ivs D
Y H b ol A~ 4NO
z { testdatal: - ext4 b v D i
A~ 3Ng
VA /test _ testdatal [ /test
) D mount NoV NoM 7 df 7" Th b
A b Oi A~ 3Ng
z N ‘ “"H http F A selinux
W permissiveA D i A~ 5Ng
K F2 " 35N¢g”
w IP N w ' 172.16.10.100
© 248 T " 172.16.10.254A mntui O A nmtu
A~ 5N
Y /mnt/cdron ‘E b [ A D
1 A~ 3Ng
y T~ Yum b T oomv yum  ® "
/tmp/bak_yum  ~ - 77 D A~ 2Ng
Y YUWM B « local.repo o~ Yum
D" Yum T i rH ~ Yum B A

226



227



Nog Neo Ne v
P h ~ Ne”
p a a a 2N G B 5
INg w < 2Ne
I GUI F L 2Ng B
) . B 5
2No NeM 1Ne
Root INg admin 2No 5
w 2Ne
h D 2Ng hostname D
h 5
3Ne
Ne K " 30Ng”
Neo
Nog Ne
~NE
v a o 2Ng ¥  wW1Ne 3
NeM o1 b 2N¢ Isblk D
NeM 4
2Ne
= { b o 2N pvdisplay o 4
2No
= 9 b o 2N¢ vgdisplay o 4
4 H 2Ne
LVM = 4 D D 2Ng lvs D 4
2No
D i 3Ne 3
INg INg df -Th 3
1Ne
D 3Ng selinux D 2
n - 5
NeA
No 272 " 35N¢”
Nep Ne Noy © Ng”
Yz Ip 5
1INg ‘E b 2Ne 3
YUM W o -~ D 2
Local .repo ) 5
ww D] 3Ng w 2Ne 5
~ httpd.conf ® INg k .
2N k IP 2Ne
ww o T WW F D 2Ng - w 1Ne 3
< h INg cat o h 3
2No

228




S w 4
No ' " B5N¢”
g Nep Ne Nev ™ N&°
1 - - A g 3
2 a a 2
Ne 53° 3 " 10N¢”
g Nop No Nov ~ N
1 F 3 b A a 2 4
) ; ;é Ae 5
3 n n- b 3
45. ' 3-15 Linux b b
" 1" K F
FEE W T 03" Al N 5 "
Internet 'E T LW F "1 TW 6
0 BT H i -
) v o7 N No
BN _  a  Linux b A
h F Linux D a
a a ww a MariaDB F i
b A b v
" 1 G a ” YUM Wk
MariaDB F- Www t
b A

229




KFW o Linux " 20Ng”

W VMwareT - } “ le CPU 2Gp ~ NAT
a SCSl a2 - Nez w 20G 10GA
B w E:\ \jnkh p T~ = ' I
|- A~ 5Ng
Y 3 I L Linux b - B
206 ~ sda” ” " Nev A I b -

¥ B L A" 5N

A= F h W' ww.jnkh e.com  F IP
w ' 172.16.0.10/24 7 172.16.0.254 T
h ) I h - A~ 5
No™
Y root W 123456 - admin, W 123456,
w ~  CRT h -~ root )
A~ 5N&
KFrR D ~ 30N¢”
W sdb NeM ™ 78Now 1@ h NoM ™ h NeM ™ w T
wn ) A NeM “  Isblk ® NaM A
> A" 5N¢
Y 11t 7Ne hNM  uwextd b v b

i D A~ 2Ng
Y /test YT X [ /test
* df 7 Th o A~ 5N

Yk /etc/fstab b~ T p A

230


http://www.jnkh_e.com/

fstab b A~ 3No”

Z Is™1d » /test © k  /test
W admin’ W admin® P Is~Id o /test
A b oi A~ 5No
z® [admin ~ " /test 7t
index.html 0wl Welcome to jnkhl s webl A~ 5Ng

z N ‘ W inactive selinuxy
permissive A D i A~ 5Ng

K F2 " 35N¢”

W /mnt/cdron’ "E © /dev/sr0 [ =

A b oIl A~ 5No

\% /tmp/yum_bak = yum Y yum T
D [ /tmp/yum_bakA R A~ 2Ng

y  YUM b = local.repo b~ Yum
D" Yum T i rH - Yum B A
" 5Ne”

Y YUM o Ww F° a MariaDB F ~ °
RPM D httpd » ~ 1 mariadb o~ Y rpm O

A" 5N¢

Z W R TR
ww - A i A~ 5N&

z ° mariado F~ " mysql D i A"
No™

-

Z mysqlT~ W test_d 3] !

231



N D DI A~ BN¢g”
z mysq| T g v N
A~ BN¢
- b
W )
CPU 4  2.0GHZY:':~ p  8GY:':
Y b
g E>)
b Windows 7/10 64 B
VMware . 12.0
. 12.0  y:':
Workstation 64 B T
WE » Microsoft Office 2007 y:':
G
Linux b CentOS7/RHEL 7(1S0  "E” )
~ 3
120 Ne A
T4 Ne %o
Ne W - Linux ~ 20 No”
~ , Ne v
Noy Ne
~ NG
p a a a 2Ne G .
INg w < 2Ne
[ L 2N¢ B
b . B 5
No Nev 1Ne
h h 2Ng 1P H 3Ne 5
Root INg admin - 5
No CRT w 2No
Ne R " 30N¢”
~ , No
Ne Ne
~ NG
NM of b 3NS Isblk o
NeM 5
2Ne

232




2 D 2
3 X 2Ng D1 3Ne 5
4 B B ) 3
. /test k 3N H Is ™ .
Id o Noz 1Ne
® 2Ng 5] 2Ng o
6 1) 5
INe
D 3Ng selinux D] 2
7 n A 5
NeA
Neo 272 ° " 35N¢”
Ne v
No Ne
~NE
. 2Ng  x D 2Ng
1 E » 5
w 1Ne
2 M yum INe  ~ DN 1Ne 2
3 yum B local.repo pp 5
4 D’ ) 3Ng rpm DT 2Ne 5
5 ww B D) 2Ng 3Ne 5
6 mariadb F B D] 2Ng mysql 1Ne 3
- D] 2Ngd D]
7 - 5 5
2Ng 1No
~ mysql 2N¢ D 2
8 . YA 5
Ng 1Ne
No ' " BNg”
g Nep Ne Nov = N¢”
- - A 7 3
a a f 2
Ne 53° 3 " 10Ng”
g Nof Ne Nov = Ng”
F3 1 b a a a 4
: [ a Ae v - s
3 ¥
n n- C N n b 3

233




46. ' 3-16 Linux b b
T 1" KFE
LW Ok 75 F
Linux D i DHCP F~ # DHCP F “ Ne |IP
TADNS T H A
h F Linux D a
a a DHCP F b b~
e n A
K FW = Linux " 20N¢”
W VMwareT - ) * le CPU 2Gp
a SCSI a1l v W 20GA
W E-\ \jnkh p T = ) I
A~ 5Ng
\% L Linux b -
M NeM A"
/boot  500M
swap 26
/ Vo
NV A"~ BNo”
y , root ) h W DHCP
A~ 5Ng
\'% @ W h ~ W h Y
clientA A~ 5Ng
KFH D ~ 30Ng”

234

-

NAT



W IT group_IT, T GID=2000 tail o

/etc/group b Oi A~ 5N¢
\% zhangsan, i UID=1500 h w group IT  id
D) zhangsan - b Ol A~ BNg
% zhangsan - v w 123, b DA 2
No™
Y /zhangsan, 11 ~d D A k
W zhangsan W group IT,P 11 —d D
k A b ol A~ 5No
Z® | zhangsan, =~ /zhangsan ) b testl,
v Dbp [ Hello! This is a test.. , cat D PP
A b 1 A~ 5N&
2" ” b ol A~ 5Ng
z N ' “ "H DHCP F~ selinuxX
W permissive A b Ol A~ 3Ng
K K2 " 35N¢g”
W mntui O DHCPh 1P P Y
172.16.10.10/24, " ' 172.16.10.254 DNS 172.16.10.253A
[ Edit Connectionl A~ 5Ng
Y /mnt/cdron ‘E b /dev/sr0 [ =
A b ol A~ 5No
y /tmp/yum_bak = yum Toyum T
P [ /tmp/yum_bakA D i A~ 2Ng

Y YUWM B -« local.repo o~ Yum

235



15) Yum T I r H ~ Yum b

" BNg”
Z YW o DHCP F * RPM
dhcp &~ A b Oi A~ 5Ng

Z D] /usr/share/doc/dhcp-X/dhcpd.conf.example
p [ /etc/dhcp/dncpd.conf,k D~ A
Subnet:172.16.10.0
Netmask:255.255.255.0
Range:172.16.10.11 172.16.10.250
Option domain-name-servers:172.16.10.253
Option routers:172.16.10.254
Option broadcast-address:172.16.10.255
Defaul t-lease-time:600
Max-lease-time:7200
k H A" 5N
Z ° server F DHCP + A D

L T DHCP F A b o T |-
~ 3Ng”
z clienth W automatic F-
clienth 0 | - clienth 0
client 0 | A~ 5No
-7 )
W P

3

1 1 CPU 4 2.0GHZy:':~ p  8GY:':

236




=<

Windows 7/10

237

64 B




10

52>
2y

~ 35N¢”

238

No
Ng No
~ NG
1 1P 5
2 ‘E b = 2Ng  x w 3Ne 5
3 M yum INe 9 INe |2
4 yum B local.repo Dp 5
5 p’ D]




h F Linux D a )
i a FTP samba F L b~
G n A
KFW = Linux ~ 20N¢”
W VMwareT - ) “ le CPU 26p =
h a Scsl a1l - w 20GA
B w E:\ \jnkh p T~ = “ I
- A~ 5Ng
\% ) wl  GUI I O " Ne
M~ NeM A"
/boot 500M
swap 26
/ Vo
NeM A~ B5Ng
% - h A w'oo IP
ATl r IP  w' 172.16.10.10/24 ' 172.16.10.254A
h W ftp. jnkh f.comA - I h L A

" BNg”
Y root ¥ 123 - userla
123 h ~ - N " BN¢o”
KFHR D ~ 30N¢”

H ~ D i A~ 2No

Y less b /etc/services P Df  Ne

239


ftp://ftp.jnkh_f.com/

A~ 2Nd

% admin’® = N Y 123, b HDA" 5
No™
Y W D H @ /ftp/admin_share /ftp/others
~/ftp 1l o Ak  /ftp/admin_share
W admin w admin,P 11 o k © A
D i A~ BNo
Z® | admin, ~ /ftp/admin_share ~ )
testl, v b p [| Hello! This is a test.l. , cat O
pp A b i A~ 5Ng
z2® | root k /ftp/admin_share w 775A
k /ftp/others W 750 b D~ 5Ng
z N v selinuxX W
permissive A b oi A~ 5Ng¢
K F2 " 35N¢g”
W /mnt/cdron’ "E © /dev/sr0 [ =
A b oIl A~ 5No
\% /tmp/yum_bak = yum Y yum T
D [ /tmp/yum_bakA R A~ 2Ng
y YUM 1)) < local.repo b~ Yum
D" Yum T i rH ~ Yum B A
" B5N¢”
Y W YU b vsftpda sambad samba-client F ~ ~
* RPM D vftpd o~ samba ® A

240



RPM B oi A~ BNg
Z k  vsftpd.conf P~ \
"H “k - p k Ne
Ng™
Zz " FTP F° D 1 A~ 2Ng
Z - ) FTP F T s

[ ) cd D Ne# admin_share others H @

D i A~ 3Ng
zk smb.conf 8 v W
[public]
comment=admin share
path=/home/samba
public=yes
writable=yes
printable=no

k p p " 5N¢

Z /home/samba”  ~ smb nmb F A

7 F D samba F A D i

-

1 1 CPU 4  2.0GHZy:::~ p  8GY::

241




242

g )
1 b Windows 7/10 64 B
VMware . 12.0
2 . 12.0  y:':
Workstation 64 B T
3 WE » Microsoft Office 2007 Y:':
G
4 Linux b CentOS7/RHEL 7(1SO  "E" )
~ g
120 Ne A
T4 Ne %o
Ne W' = Linux - 20 N¢”
~ , Ne v
Noy Ne
~NE
p a a a 2Ne G B
1 - 5
1No w = 2Ne
[ GUI F L 2Ng B
2 ) 5
INg  NeM 2No
B IP 1Ng 2Ng h
3 h 5
D 2Ne
4 CRT h w2Ng CRT :': h  3Ne 5
Ne R b " 30N¢g”
~ , Ne v
Noy Ne
~ NG
1 LI / Is~™1/ o 2
2 Less D Less D g 1Ng 1Ne 2
3 1 o D 3Ng D 2Ne 5
- ) 2Ng D
4 . 6
2Ng  k D 2Ne
® 1Ng ) 2Ng
5 5} - 5
P 2NeA
® INg k D
6 5
2Ne
D 3Ng selinux D
7 n " 5
NeA
No 272 " 35N¢”




243

~ , Ne v
Ne Ne
~ NG
1 ‘E b = 2Ng  x w 3Ne 5
INe " Yum b [
2 78 Yum 2
1No
) INg  local.repo pp
3 yum o 5
4Ne
4 D’ o) 3Ng rpm DT 2Ne 5
5 © FTP F T FIP F D 1N¢ B w 1Ne 2
6 FTP + Vsftpd.conf PP 3
FTIP F 1IN¢g Is D
7 FTP F . 3
[ 2@ INg cd D 1Ne
8 samba F 0 5
) IN * b INg -
9 samba F 3
W 1Ne
10 samba F D] INg 1Ne 2
No ' " BN¢g”
” Nep Ne Nov = Ng”
1 = = a i 3
2 a a f 2
Ne 53° 3 " 10Ng”
g Neg Ne Nov = Ng”
1 F3 1 b a a a 4
_ [ a Ae v -
2 3 1 3
¥
3 n n- C ) n b 3
48. ' 3-18 Linux b b
" 1" K FE
w0 B 75 Fos




Linux b ) DHCP F~ # DHCP F “ Ne IP a

TADNS T H A
h F Linux D a a DHCP
F b b~
-G n A
K FW = Linux ~ 20Ng”
W VMwareT - 7 " le CPU 26p =
h a SCSI a2 “ NoZz w 20G
10GA B w E:\ \jnkh p T~ = v
[ - A~ 5Ng
Y D wl oUl  F L~ 206
T osda” T° ) NoM ~ I H L
' oL | LM A" 5N
% - h A W IP Al
r IP W 192.168.10.10/24 T ' 192.168.10.254A h
W serverA v I h L A~ 5Ng
Y root ¥ 123 “  hostname D
h ip addr D IPH A b Oi " 5N
KF D " 30Ng¢”
w 91 F | ) H ~ b oi
A~ 2N

Y /dev/sdb NM~ 7%NoWw @ 46 h NM™ NM~™ w1 w

w

N N [ NoM ™ NoM ™ w 2 NoM T 78 NeW @

(v

NM™ NM™ w5 AV wvif A NeM “ Isblk

244



245

D block H A A~ 5Ng

% > = H @ NeM ™ (R A
" 3N¢”

Y /SDB1 /SDB5,k  /etc/fstab b~ 2@ Ne
v © Jetc/fstab b k D A~ 5N¢

Z 9 - 5 mount 4 NeM

H ~ b oi A~ 3N

Za W ) 78 Hu@ NoM ~ DI
dev/sdb5, < /test  /test [ /dev/sdb5 - Ne
v D 1 Isblk A~ 5No

VA /SDB54 /sdb5 Kk w 770 b DA
R\

z n ‘ W inactive selinux

W permissiveA b Oi A~ 3Ng

K F2 " 35N¢g”

W /mnt/cdron’ "E © /dev/sr0 [ =

A b oIl A~ 5No

Y - /etc/yum.repos.d T ) - )
yum. repo Is—™1 o “ " BN¢”

g yum.repo D T Yum T lrp ~
Yum ® A~ BNg

Y YUM DB DHCP F ~ ~ ) RPM D

dhcp B~ A b Oi A~ 5Ng

Z k p dhcpd.conf O IP



H "~ np
IP ©192.168.10.50
© 255.255.255.0
DNS 192.168.10.253
7' 192.168.10.254
4 600
pk p A~ BNg

Z 7 DHCP F~ D1 A~ 3Ng
Z T ¢  windows 0
DHCP IPH wZT A A~ 5Ng
z DHCP F /var/lib/dhcpd/dhcpd. leases
Ne ' A~ 2No
- 15)
W 1)
1 1 CPU 4 2.0GHZYy:':~ p  8Gy:':
Y b
g D
1 b Windows 7/10 64 B
) VMware 12.0 . 12.0
Workstation ) Y 64 B
3 WE » Microsoft Office 2007 y:':
4 Linux b CentOS7/RHEL 7(1SO  “E” ) ¢
~ g
120 Ne A
/. Ne %o

Noe W o Linux "~ 20 No”

246



Nog Ne Ne v
A ) © Ne
p a a a 2Ng G B
1 o 5 5
1Ng W= 2No
I Gul F L 2Ng B
2 ) . 5
INg  NaoM 2No
IP INg IP H 2Ng
3 h 5
h 2No
Hostname D INS 1ip addr D
4 CRT h 3 ‘ 5
INe CRT :: b 3Ne
Noe H' b " 30Ng”
; Neo
Nep No ~ NG
1 Lsblk © D] 2
2 Nov h Nev sdbl 2Ng Nev sdb5 3Ne 5
3 H @ NoM No# 1.5Ne 3
4 B = D 2Ng /etc/fstab ) c
3Ne
5 D 2Ng 1No 3
v NeM 2N —  NoM 2Ng
6 = NoM 5
1Neo
7 b D 2Ng  k D 2Ne | 4
D 2Ng selinux D]
8 n A 3
NoA
Ne 22 ~ 35Ng”
Ne v
\le No
~ NG
1 ‘E b = 2Ng X w 3Ne 5
- 5] D] 2Ng 5]
2 Zsyum . 5
2Ng 1Ne
3 yum yum.repo D P 5
4 D’ o) 3Ng rpm DT 2Ne 5
5 DHCP F ) 5
6 * DHCP : D) 2Ng 1Ne 3
7 DHCP Windows?7 5
8 DHCP /var/1ib/dhcpd/dhcpd. leasesp 2

" BN¢”

247




g Nep Ne Nov ~ Ng*
1 - -~ a v 3
2 a a 7 2
Ne 53° 3 " 10N
gy Nep No Nov = Ng*
1 F3 1 b a a a 4
2 3 1 ;a Ae 3
3 n n t n o 3
49. ' 3-19 Linux b b
" 1" K F
GE® W T o3~ E 3F0 U
5~ W B Waeos3 o
) A VZ F Linux b v

Apache F FTP FA

h F Linux D a b
Apache + FTP F F b b~
e n A
K FW = Linux " 20N¢”
W VMwareT - 7 ‘ le CPU 26p =
h a Scsl al - No# 4 20GA
B w E:\ \jnkh » T~ = ) ¥
- A~ 5No
Y D wl oUl  F L~ i

248



Nov ~ I H L I oL T LM A~ 3N
y Y v h localhost. localdomainA

v i h L A~ 3Ng”

Y root y 123 Y W 5G
N i ¥ admin 123, I
- W A~ 6Ng
z b1 ¥ | i H ~ D
~ 3Ne”
KFH D " 30Ng¢”

W /dev/sdb NoM ~ 7gNow 1@ h NeM ™ NovM ™ y 17 \J

A NeM v 5) block H A
A" 5N
Y 5 . o N~ b o9i A~ 2
No™
g /share/ftp k k /etc/fstab o~  Nov
/dev/sdbl - [ /share/ftp  /etc/fstab » k P
A~ 5N
Y b il D mount NoM
H ~ b oi A~ 2N
Z tail o /etc/passwd 5 ° ‘
- > UIDA GIDA b oi A~
No™
z k /share/ftp w admin w admin

o) /share/ftp H ~ b 9D A" 4NG

249



Z /share/ftpT p index.htnIT ¥ D©p u
[ This is a test!l "~ b DA” 4NG

z N T v selinux Y
permissiveA b Oi A~ BNg

K 2 " 35N¢”

W /mnt/cdron "E b /dev/srO [ =

A b oi A~ 5Ng

Y - /etc/yum.repos.d T ) - )
yum. repo Is~1 o ) " 2Ng”

¥y yum.repo B T Yum T Trp °
Yum ® A~ 5Ng

Y YU 9% Apachea FTP Fo il
RPM D httpda vsftpd » ~ A D | A
~ 3Ng”

Z k p vsftpd.conf T v

T FTP BT w /share/ftpA pk p
A~ 5N&

z L /share/ftp/index.html [ /var/ww/htmI D A
© 2Ne”

Z D W * Apache F FTP F~ b o9l

A~ 3N
z ) D L Apache F
) A~ 2N
Z o) FTP + °  admin o Is

250



D [ ", »pA b oi " BN¢
y Apache F~ p A
3Ng”
- b
W )
1 CPU 4  2.0GHZY:':~ p  8GY:':
Y b
- E>)
1 b Windows 7/10 64 B
VMware . 12.0
2 . 12.0  y:':
Workstation 64 B T
3 WE b Microsoft Office 2007 y:':
G
4 Linux b CentOS7/RHEL 7(1SO  "E" )
~ 3
120 Ne A
T4 Ne %o
Ne W = Linux ~ 20 No”
~ , Neo \Y;
Ne Ne
~ NG
p a a a 2Ne G
1 - 5
1Ne W = 2Ne
[ GUI F L 2Ng NoM
2 ) 3
1Ne
3 h 2N h 1Ne 3
1 2Ng L 2Ng
4 w 6
2Ne
5 H )] 3
Ne R b " 30Ng”
- , Ne v
No No
~ NG

251




252

NaMv NeM 3Ng D] 2Ne 5
o 2
; o 2N¢  /etc/fstab )] 5
3Ne
D) INg 1Ne 2
Tail D g 2Ng 9 1Ne 3
k D 2Ng D 2
4
No
D - ) 2Ne @ p 2No 4
D] 3Ng selinux D)
n ~ 5
NoA
Ne 22 ~ 35Ng”
Ne v
Ne Ne
~NE
‘E b = 2Ng X w 3Ne 5
- 5] D 1Ng 5]
Zsyum 2
1No
yum B yum. repo ) 5
D’ ) INS rpm DT 2Ne 3




NeM ’ H - A~ BNg
253

s ;a Ae
n n"~ooc n b
50. ' 3-20 Linux b b
T 1" KFE
B W T o3~ E 3FOD U
P - Waeo3 } P F o3
2 jnkh_h.comA 75 Fos: Linux b
) DHCP F DNS F~ # DHCP F “ No a
TADNS T H A
h F Linux D a b
a DHCPa DNS F b b~
© G n A
K FW = Linux " 20Ng”
W VMwareT - ) “ le CPU 2Gp ~ NAT
a SCSl al - W 20GA
W E-\ \jnkh p T~ = ) ¥
|- A~ 5Ng
\% ") [ L~ " Ne
M~ NeM A
NeM |7; '
/boot 500M
swap 26
/ Vo




y
IP Y

r

192.168.10.253A h

A~ 5
1P
192.168.10.253/24 7

w server.jnkh_h.comA

254

No~

At

-

192.168.10.254" DNS

[ h L A” 5Ng
Y root v 123 © CRT ::h ~
hostname D h ip addr © IPH A CRT
5 1 b o9i " 5Ng”
KFH D " 30Ng¢”
wWES "~ = wilT  ~“ Ne IT Hea
7 IT,GIDw 2000, D) /etc/group 5
- b o9l A~ 5No
Y userl userZ i h wIT id abc
v b i A~ 5No
y userl 4 123 user2 W 456
b oi A~ 2Ng
Y bW ©k H ~ ok user2
W abc b oi A~ 3Ng
z /etc/passwd B 8 ~ [ =vuserl
abc b oi A~ 3Ng
Z userl P2 ) 5 lock b
D A~ 2Ng
Zuserl ¥ v v 5 unlock
b DA” 2N



7 /1T,k v abc w ITA

b DA 3N

Z N T - selinuxX Y
permissiveA b Oi A~ BNg

K 2 " 35N¢”

W /mnt/cdron "E b /dev/srO [ =

A b oi A~ 5Ng

Y - /etc/yum.repos.d T ) - )
yum. repo Is~1 o ) " 2Ng”

¥y yum.repo B T Yum T Trp °
Yum ® A~ 5Ng

Y YUM DB DHCP DNS F ~ ° ) RPM B

dhcpa bind » ~ A b oi A~ 3Ng

Zk p dhcpd.conf 0 |
192.168.10.199/24 IP A pk p A~ 5Ng

Z " DHCP F~ D1 A~ 2Ng

Z T ¢  windows?7 0 W
DHCP IPH wZT A A~ 3Ng

z k  named.conf h 7 h L
F- v W jnkh_h_com zone D Y
jnkh_h.com.zxA~ 4Ng”

Z = /var/named a named.localhost abc.com.zx

[

b dns.jnkh_h.coma www. jnkh_h.com|

192.168.10.253 A p A" 3No”

255



>~ -

Z DNS F~ F host www. jnkh_h.com a host

dns. jnkh_h.com A~ 4ANg
e 5]
W b
1 1 CPU 4  2.0GHZy:::~ p  8GY:':
Y b
g P
1 b Windows 7/10 64 P
VMware ) 12.0
2 . 12.0  y:it
Workstation 64 B D T
3 WE » Microsoft Office 2007 y:':
G b
4 Linux b CentOS7/RHEL 7(I1SO  "E" ) 1
~ g
120 Ne A
T4 Ne %o
Noe W' = Linux ~ 20 No”
- , Ne v
No No
~NE
p a a a 2N6 G B
1 - 5 5
1Ng W< 2Ne
I L 2Ng¢ B
2 >} . 5
N Nov 2Ne
IP INe IP H 2Ng
3 h 5
h 2Ne
Hostname D INS ip addr D
4 CRT h . . 5
INg CRT :: h  3Ne
Ne R " 30N¢”
~ , Ne
No Ne
~NE
1 - D 3Ng 2Ne 5
2 - D 2Ng 3Ne 5

256




3 b o @ 1Ne 2
4 k D 2Ng 1Ne 3
5 Tail 9 b o 2N¢ 1Ne 3
6 b o 2
7 b o 2
8 - 1Ng 2No 3
D] 3Ng selinux D) 2
9 n - 5
NoA
Ne 273 ' ~ 35Ng”
Ne v
Ne Ne
~ NG
E » = 2Ng X w 3Ne 5
- 5] D 1Ng 5]
Zsyum 2
1No
3 yum B yum. repo Dp 5
4 D’ D 2N rpm DT 1Ne 3
5 DHCP F Dp 5
6 “ DHCP B D) 1N¢ INe 2
Windows?7 1Ng
7 DHCP 3
2Ne
8 DNS F Named.conf ) 3
9 DNS F Abc.com.zx Dp 3
10 DNS B D 2Ng 2No 4
No ‘ " BN¢”
g Neg Ne Nov = Ng”
1 - - a * 3
2 a a f 2
Ne n5° " 10Ng¢
g Nep Ne Nov = N¢”
1 F3 1 b a a a 4
_ [ a Ae v -
2 3 | 3
¥

257




258




